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Breakdown of today’s session

1.Legal requirements surrounding Data Protection Impact Assessments
(“DPIAS”)

2.How to conduct a DPIA

3.Policies and Procedures

4.Auditing
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The GDPR — A Risk-Based Regulation

Data Protection
Officer (DPO)

" GDPR™

f
[ ! .
IF ol II
L« CODPR =

Y g ! ‘ii

o S

Compliance 25 May 2018 Data Breaches

Personal Data




CAMILLERIPREZI OSI ADVOCATES
Rl

Privacy by Design and Privacy by Default

 To promote compliance with data protection laws and regulations
from the earliest stages of initiatives involving personal data

* Privacy as a fundamental component in the design and maintenance
of information systems and mode of operation for each organisation
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Privacy by Design and Privacy by Default

by design measures may include e.g. pseudonymisation or other
privacy-enhancing technologies

by default measures ensure that only personal data which is necessary
for each specific purpose is processed e.g. privacy settings should, by
default, be set on the most privacy-friendly setting
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Privacy by Design — Article 25 GDPR

Taking into account the state of the art, the cost of implementation and the nature,
scope, context and purposes of processing as well as the risks of varying likelihood
and severity for rights and freedoms of natural persons posed by the processing,
the controller shall, both at the time of the determination of the means for
processing and at the time of the processing itself, implement appropriate
technical and organisational measures, such as pseudonymisation, which are
designed to implement data-protection principles, such as data minimisation, in an
effective manner and to integrate safeguards into the processing to meet
requirements of GDPR and protect the rights of data subjects.
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Privacy by Design — Article 25 GDPR

"
e

privacy by design = conducting DPIAs

A Data Protection Impact Assessment (DPIA) is a process to
help you identify and minimise the data protection risks of a
project.

| W
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A Balancing Act

Rights and
Freedoms of Data
Subjects

Processing
Activities

.
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What is a DPIA?
71
1. Describe the processing o

2. Assess its necessity and

3. Manage risks [ I

L
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Article 35 GDPR

Section %

Dara profecrion impact assessment sod prior consulration
Article 15
[hara provecrion impact sssesument

| whm::mdrmmﬂ particular woing new technologies. and m’mm:hum.um
confext amd pmneugnl-ikdymnmlh ulnhnlhrﬂ:n righiz and freedoms of
the contraller prior-io the processing, camy ool &l ssesiie d:l'qnﬂnfﬂtuﬂm‘d

WmtmhmHMMA#mmmiﬁﬂMﬁrMM
Hiat present sionilar high risks

E‘a

1 The controller shall seek the advice of the data protection officer. where detigruted. when carrying out a data
profechon mpact asamssinent
1 A dats protection impect asssssment referred o in paragraph | ghall in particular be requised n the cize-of
il & mrmemane and eviensve evabuation of bﬂmmmﬂpﬂmﬂuhuhﬂdmlm
procesing. including lndnn datu.l-nmm that presluce begal effects concetnitg the matural
pnm-u— qﬂﬁﬁ}

Mpmumn scale of special catepories of dma referred to in Arcle 9(1), or of personal data re 1
umﬁmltmm}nl:ruﬂaﬁmunﬁnﬂdmmhuhm“ g

] @ syftenmbe monitoring of & publicly sccessible area on a large scale
+ mwmﬂﬂﬁdﬂpﬁahﬂhhﬂdmmm'h&m

syt 1w the requirement for a deta protection impact assezment pursuant (o paragraph: | The supervisory asthaority
Mmmw’:mﬂm:imwlh:hwdﬁnwdmm.ﬁmhﬂ
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Article 35 GDPR

7. The ameszmeni dlall contaim ot lexer

description of the np-eudnnstﬁ!dupu‘puuﬂduprmr‘.lﬂ where
mlﬂﬁlﬁﬂﬂtmn‘ﬂmmﬂﬁ o

{by an asseszment of the necessity and proportenality of the processing operations in relation to the purposes
%) an asseszment of the nigks o the mghis and fresdoms of dams subjects referred o pamagraph 1; and

i} the measures envizaged (o address the risks, mafeguards, security measures and mechanisms 1o ensure the

dwﬂﬂﬂm&w:mﬂmmw&w into accourt the and
mwﬂmmmmm:mm b

5 mwm&mmmmmmhhmmﬁ

procesion
shall be inie due account in the impact of the b zuch comrallers or
2 skt mm?‘hp processing operation performed

Mwhtmwﬂmhﬂemimnm“m"pmmﬂtjm&d
prefudice 1@ the protection of commercial o public interess o the security of processing
l.'l-m:

opera

18, Where processing pursasnt to point (c) o §g) of Article 6{1) haz a bass in Linson law or in the bw of the
!Euﬁtbuumwhdmhrﬂn&rhnﬁuhduhwugﬂuﬁt nfﬂﬂf-upuﬂm
|11 . and a data mpxtmm:hﬂvlﬂnumndmru I‘dn

comtext of the of that legal bass, paragraphs 1 to 7 ﬁnﬂm:pﬂymbmﬂrmhﬁm#m:w-h

. Whene necessary, the controller shall carry cut a review to azssess if processing is performed in accondance with
hhmmmnhﬂﬂwﬂmulwﬂhnﬁmmhpmw
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When is a DPIA required?

Rl

* Processing is “likely to result in a high risk to the rights and freedoms of natural
persons”

* Note the “in particular using new tech” in Art 35(1)

e Good practice to carry out a DPIA for any major project which requires the
processing of personal data or where it is evident that the processing operations
are not able to satisfy the GDPR.

12
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IDPC Requirements for DPIA

* Systematic Monitoring Biometric Data

e Automated Decisions Genetic Data

* Use of Innovative Technologies Data Concerning Vulnerable Persons

* Special Categories of Data Employee Monitoring

i The list is non-exhaustive in nature and shall complement and further specify such guidelines.

13
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Timing: Conducting a DPIA?

To be carried out prior to the initiation of
the processing activity.

(e.g. prior to the use of CCTV)

| W
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What should a DPIA address?

"
e

Either: Or:
A set of similar processing operations A single processing operation
e.g. public authorities or bodies e.g. introduction of CCTV

intend to establish a common
application or processing platform or
where several controllers plan to
introduce a common application

it
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DPIA - Single Processing

Data set 1 Data set 1

Dataset 1 > DPI A <— Data set 1

Data set 1 Data set 1

..
|

16
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DPIA — Multiple Processing

Data set 1 Data set 2

Data set 3 Amﬁ Data set 4

Data set 6
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Who is obliged to carry out a DPIA?

G,

- > 4

Data
"ﬂ Controller Data Processor

......

18
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Article 35 of the GDPR

Where a type of processing in particular using new technologies, and taking into
account the nature, scope, context and purposes of the processing, is likely to result in
a high risk to the rights and freedoms of natural persons, the controller shall, prior to
the processing, carry out an assessment of the impact of the envisaged processing
operations on the protection of personal data. A single assessment may address a set of
similar processing operations that present similar high risks

Article 5 of the GDPR

“The controller shall be responsible for, and be able to demonstrate
compliance with, paragraph 1 (‘accountability’).”

......

ﬁ 19
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@
Who is the Data Controller ?

Data Controller

An entity which, alone or together
with at least another entity,
determines the purposes and
means of the processing of
personal data

Personal Data

21 Data Subject .
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DPO Involvement

Data Protection Officer

..
1

Data Controller

"
g

21
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......

DPO Involvement

Art 35(2) GDPR

The controller shall seek the advice of the data protection

officer, where designated, when carrying out a data protection
impact assessment.

22
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......

Data Subject Involvement

Art 35(9) GDPR

Where appropriate, the controller shall seek the views of data
subjects or their representatives on the intended processing,
without prejudice to the protection of commercial or public
interests or the security of processing operations.

ﬁ 23
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Processor Involvement

1. Frocessing by & processor shall be governed by a contract or other legal act under Union or Member Stare law,
that is binding on the processor with regard 1o the controller and that seis out the subject-matter and duration of the
processing, the nawre and purpese of the processing, the tvpe of personal data and cabegories of data subjects and the
obligatsons and rights of the contraller. That contract or ather legal aci shall stipulste, 0 particular; that the procesor:

fa) procesies the data only on deoumenied natroctions Inem the contraller, inclisding with regand 1o ransfers
of personal data to a thind country or an imtermarional organisation. unless required o do so by Union or
Memiber State law to whidi the processor B subject; in such a case, the shall inform the controller of thay
legal requirement before processimg, unless thas B prohibits such in fom on important grounds of public
interest;

ib} ensures that persons authorised o proces data have commitel themselves w confidentiality or are
under an approprisic samiory obligaton nl'tmchnmd

fch takes all measires required purssant vo Amicle 32
id} respects the condithons relerred 1 in peragraphs 2 and 4 for engaging anather processar;

fe) taking imo account the naure of the , assists the controller by sppropriste technical and organisational
measures, insofar as this. & possibie, the ﬁ.llﬁ]ﬂ'lm-l of the comrollers obligation to mspond 10 reguesis for
exercising the data subject’s rights laid dowmn in Chapeer [

i aesisen the controller i oensiering comphiance with the obligations purseant wh Articles 32 1o Xé caking o account
the nature of proceéssing and the nfirmaision svailable o the prodessar

(g} at the choice of the controdler, deletes or returns all the personal data 1o the conirolier after the end of the provision

of services relating to processing, and deletes existing copies unless Unbon or Member Stae law requires seorage of

the persenal daza;

() makes available to the comroller all information pecessary 1o demonstrate compliance with the obligations laid
down i this Articke and allow for and contribate 1w sudns, induding inspections, conductad by the comtroller or

unoaher auditor mandated by the conirofler.

24
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When is a DPIA mandatory?

Processing is likely to result in a
high risk to the rights and
freedoms of natural persons

| W

25



IIIIIIIIIIIIIIIIIIIIIIIIII

HIGH RISKS @®

Art 35(3) GDPR

1. Systematic and extensive evaluation based on automated
processing (including profiling)

2. Processing on a large scale of special categories or of personal
data relating to certain criminal convictions and offences

3. a systematic monitoring of a publicly accessible area on a large
scale

|
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Automated Decision Making

-
H

27
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Large Scale Processing: Special Categories of PD Art
9(1) GDPR
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WP 29 Guidelines @

Guidelines on Data Protection Impact Assessment (DPIA) and
determining whether processing is “likely to result in a high risk”
for the purposes of Regulation 2016/679

WP 29 also set out 9 criteria to be considered in order to provide
a more concrete set of processing operations that require a DPIA

ﬁ
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Automated-
Evaluation or decision making Systematic
scoring with legal Monitoring
significant effect

Data Processed on Matching or

Sensitive Data combining

a large scale
& datasets

Processing prevent
data subjects from
exercising their
rights a1

Data concerning Innovative
vulnerable data organisational
subjects solutions
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DPFLA
Examples of processing Fossible Helevant criteria likely to he
reguired?
A hospital processing its patients” genetic and pature,
health data (hospital information system). Data concerming vulnerable data subjects.
Data processed on a large-scale.
The use of a comers sysiem o monifor driving . TR
behavior on highways. The controller envisages to 5}Etl:m5.lh. IR . .
: : = : L Innovative use or applying technologeal
BOE WA ACHARRI. Varthn AnsiyaiA SYSIEm 1D pegec or organssational solutions
out cars and automatically recognize license plates. " '
fn;rlnm::. ::t'wil'i-:: iniTuding lm:;:mﬁng of SE: P nmnilm’m]' >
the :u::playm‘ work station. infernet activity, efc. e bl daty sebyecs:.
Evaluation or scoring.
The gathering of public social media data for SISDE JMEEERMES Ctl - Fargh Wonac. e

generating profiles.

Matching or combining of datasers.
Senaltive o l f a highl |
nature:

An mstitution creating a national level credit rating
or fraud databasc,

Evaluation or scoring.

Auwtomated decision making with legal or
similar significant effect.

Prevents data subject from exercising a
right or USIRE & SErViCce OF & CONIract
Sensitive dats or data of g highly personal
natrs:

Storage for archiving purpose of pseudomymised
personal sensitive data concerning vulnerable data
subjects of rescarch projects or chinical tnals

Sensmive data.

Data concerning vulnerable data subjects.
Prevents dotn subjects from exercising a
right or using 8 Service or 8 contract,

i

32
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DFIA
Examples of processing Possible Relevant eriteria likely to be
required?
A processing of “personal data from patients or Sensitive data or date of a hi nal
clients by an individual physician, other health care nature,
professional or lawyer”™ {Recital 91). Data concerning vulnerable data subjects.
An online magazine usmng a mailing hist to send a :
generic daily digest 1o its subscribers. KSpiacoic o 8 Lo ol e
An e-<commerce website displaying adverts for
vintage car parts involving limited proliling based Evaluation or scoring.
on items viewed or purchased on its own website.

33
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What should the DPIA include? @i

‘ Purpose of Processing Technical and
organisational security
measures

‘ Description of categories . Assessment of High

of the data Risk, if any

Description of the
recipients
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What should the DPIA include? &P

Art 35(7) GDPR

The assessment shall contain at least:

(a) A description of the envisaged processing operations and the purposes of the
processing;

(b) An assessment of the necessity and proportionality of the processing operations in
relation to the purposes;

(c) An assessment of the risks to the rights and freedoms of data subjects;

(d) The measures envisaged to address the risks, including safeguards, security

measures and mechanisms to ensure the protection of personal data and to
demonstrate compliance.

14

1‘
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IDPC Guidelines

s R S

idpc

General Overview

‘What are the reasons for conducting a DPIAT

+ M processing activivg
D 10 chanpes that eccurred B0 the paEsiing processing activity

Mobe. A procereng actiaty smiludes bots mesani oo eeciont ppeaions

15 the 080 involved in the DA proces?

Dwsrribe thee natune, scope, tontest and purpase of envisaged processing.

£ [y e preressing inphide. sively aufomnbed and sutomimted procesring, moiading progfling
wiEh gl ar pmilar danifitant effect; spatemati monttoving ond svalustion of perone! HparT
linting sralee Befohvoa, prodesing Mol wold sepeed e reaienaliv Feieclolion of the Qo
diEerhl  wie of new [EChNDOGWL. procrismg af doto on O kg Raie proceisng fov whicly ¢he
garrioe i dard sublijecty rights will prove [0 Be friporible o reunt aprmsirbiongte, (rocey g for
wivch tive nottficataon of @ Beoch will reaud dbspropoettinmoede ¥ ot e maetfody aied for the
HAEP TR SEPTIHGN

Artath ary relevant supgorting documents, such §5 a project proposal, data How diagrams, related
syilemns dotsmentation, el

36
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IDPC Guidelines

ﬁ

|

Describe the processing operations related to the envisage processing,

E.0. How wii the persond) dong be cofecred, used, srored omd deleted 7’

Legal basis for processing

Identify the proper legal groumd(s), on the strength of which, the processing activity will be
legitimised,

Article &6 GDPR sets out the legal criferia to process personal data.
Whereas the rule provides for a prohibition of the processing of special categories of data, the

provisions of Article 9 foresee a list-of derogations on which the controller can refy to justify the
processing of sensitive data

Categories of personal data processed

identify the categories of personal data that will be processed, in particular, where special
categories or data of a highly personal nature such a5 criminal offences or conwictions or related
security measures, or data conceming vulnerable data subjects such as children, location data, will

be processed.

37
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IDPC Guidelines

ﬁ

s R S

= TR
i

idpc.

Security of processing

identify and describe the technical and cuganisationsl measses adopied to protect the data
AN unauthariced or unlawhul proiessing and againsl accidemal o, destnaction ar damage,

Oid you consider the implementation of data protection by design and by default messures o
enhance The secunty of personal data (such s pseudorymisation ard encryplion technigques.
dtemaled deletion of personsl data on expiry of f1ENTon period 36 syEem's capabiities and
functionalitiey to accede 1o daka sshjects’ nghts)?

Did you implamest prevenlive meaiofed 1o sffegued the parional dals asd srdure that
procedures are in plate to detect and report data breaches [eg. incident resporse plans] 1o the
sapervisony autharity within 72 howurs from becoming aware of the breach #

Dl wonu provides traireng snd irslnoctions Bo your $tall on kow muuu&rﬂlhepemaldau?

&re approved indcemation security policies & place to proside the necessary internal guidednes as
part ol infarmation secudity and rish manapement 7

Additional safeguards

[ i Taalkaw Bny Appraved oodes of condalt oF iMernational findustry applcalie standards?

@i
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IDPC Guidelines

-
H

Processors

Wil a processor andyior sub-processor be engaged to process data on your behali?

If yes, have you carried out the necessary due diligence on the processor/sub-processor 1o ensung
that they provide sufficient guarantees to implement appropriste technical and organisational
measures that the processing well meet the requirements of the GOPR?

it the relationship with the processarfsub-prooesssr govenned by means of a contract or other legal
act wunder Union law. Take into accownt the minimum requirements set owt under Article 28{3)
GOPR.

Transter of personal data to third countries or international
organisations

Wil the personal data be translesred to o third country?

if yes, will the transfer rely on:

- the basis of an adeguacy decision;

= appropriste safeguards, including but not limited to, BCRs, standard data protection
clauses adopted by the Commission, approved code of conduct and approved certification
mmechanism,

&
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IDPC Guidelines

futhoriation from the supendsary suthority shall be reguired if the transfer will be carried out on
the basts af;

contractual claues entered imto between data exporier and data importer in the third
country;
provisions 1o be mseried in adminksirathee amrangements between public bodies.

Necessity and proportionality

Ase the purpases of the processing operation specific, explicit and legitimate (purpose mitation
primciple)?

Diees the processing actually achieve the intended purpose?
is there another way (o achigwe the same outcome in @ morg privacy friendly mannaer ¥

Are the data collected adequate, relevant and limited to what & sricthy necessary in relatian 1o the
purpases far which the dats are processed [dats minsmisation principle|?

How do you ensure that the data provided are accurate and kept up to date (accuracy principhe)?

What ane the data retention periods, in particular, where different categaries of personal data are
processed (storage principle)?

What messures she in place to enwre that the data are deleted once the retention perod hay
expired?

&R

40
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IDPC Guidelines

Data subject rights

Arg measures in place for the data subjects 1o gaercise their rights (fransparency, right of access
and to data portability, right to objects and to restrictions of processing, right to rectification and
erasure|d

It applicable, how i consent obtalned? Ensue that consent i freely-green, specific and mformed.
Consider opt-in mechanksms in online systems where requined. Provide the data subject with an
ey manner how 1o withdraw consent (e.g. ept-out)

Diaes the new processing allow you o respond to data subject access reguests easih?

Risk Assessment (minimum requirements)

identity the threats and the ikelihood that such thrgats materialise into rigks.
Identity all the pessible risks.
Establish the number or potentlal number ol siected data subjects by the processing sctavity.

Identify achverse efiects and Impact on the data subjects.

41
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What form should the DPIA take? P
* WP 29

* Guidelines on Data Protection Impact Assessment (DPIA) and
determining whether processing is “likely to result in a high
risk” for the purposes of Regulation 2016/679

e Annex 1 and 2

ﬁ
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Annes 1~ Criteria for an sccepiable DNFLA

The W29 propuses (he followang crterma which data compalicn cam use B asscss whether or not a

Mhﬂlm&nﬂunmm:m Iﬂ.ﬁrw&_ﬂtﬁtﬂnﬂ?mh
PR

o Wﬂlﬁimﬁ IS TN

natme. soope. oontext and purposes of the peoccasing mre taloem ingo sccount {recital
kL=

personsl dais, recipeomis snd period for whech the personal dain wall be stored arc
recoaded,

[ |
O = funciional descnipiion of the processing operstion s provided;
o
a

o

e dmasts o which dats rely | hardware. softasre, nevworics, peoqle, paper o
pEpET ransmisssn nie ddentified:
somphance with approeved codes of coschisel i talen 8o seconing { Artncke 350010
=] MWIM3HWHL
ﬂmuﬂqﬂhtﬂqﬂgrﬂh Regulabos are determmimed { Amticke 350 TWd)
mnd recital 940), wmioeg o soooune:
O messures conmibuting o0 e propomosaliny end the necessiry of  the
processing on e Basis of
a illed, ard b [ Aracle 51N
= Lpn: npl.u.u lq:mmtwpud{
o -kl:pd.r_rrh'_iud.lmd.hrhnm?:ﬁh[m
S IHelE
3 limized storage dursnon { Arvicle 5( 1 ek
O messures contributing to the nghts of the dotn subjecis:
infonmtnn provided 1o the dota subject {(Articles 12, 13 and 14)
itight of scccsd and o data poriabalety [ Aracles 18 and 20
right ho rectficstion and b crasure (Artclos 16, 17 and 19
right bo ohpeot amd o restnctos of procesmng (Arocle TR, 19 and 20k
relsticmshaps wiils processors {Article 2HI
safrgusnds surrounding intermanional ronefen) <) (Chagier Y
wmmﬂm :-Mh-:!: 11
od (Artacle BT

ﬂ -u-H ﬂ.u-:.p-mr:ﬂn udm Mﬂ:nﬂaﬂwmnml{-:r recinl B4} or,
l:n.:‘-.lpmﬁnﬂj fior u’..:h. sk fﬂ!;m mooss, undesued medilication, and
dmappeamance of data) rom the perspectve of the date swhjocts:

O risks sources are ke o socount {recizal W
O potemial impacts to the rights and freedome off dets sehijeots wre identified m
Mdﬂﬂ“:hﬂ“mm@ﬂmﬂﬁﬂﬂmnﬂ

thrapposmnce
O thwests thet coubd load W illeginmats soocss, undosincd modsbcation and
disappesmnce of data are idontificd;
O likccdibood amd severity are estimated {rocial B
O meanurs mvsegesd b el those sl s detrmminsd (Ariscle 33 THA) and reciml
Sk
O imeetewiod parties are involved:
O ks aadhvice ol thee PP i simigehl (AFRIcle 3TN0
O ke wviews of des suhjccs of ther reprosmabibives afe soughl. where approgresic
{ Artscle 1579,

EEI I:IEHJEIIJ
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DPIA — EXAMPLE & ACTIVITY

=
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Project Details — CCTV Installation

Key Information

Data Controller

Description of the Project

Nature of the Project

Purposes of the Project

Context, Scope and Background of Project
Data Subjects

Types of Personal Data

Special Categories of Personal Data
Recipients of Personal Data

Remote Access to CCTV Footage

| B

46



CAMILLERIPREZIOSI ADVOCATES

Project Details — CCTV Installation

Key Information

Lawful basis

Necessity and proportionality of the
processing operations in relation to the
purposes

Assessment of the risks to the rights and
freedoms of data subjects

47
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Consultation with the Supervisory Authority

* If the risks identified in a DPIA cannot be sufficiently addressed by the data controller
(i.e. the residual risk remains high), then the data controller must consult the

supervisory authority prior to commencing the processing.

 Example: If it is not possible to reduce the number of people accessing the personal
data, a high residual risk remains — therefore, consultation with the supervisory

authority is required.

it
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When is a DPIA not required?

Authorised prior to May 2018

Not likely to result in a

Similar DPIA Exists high risk

List of processing
operations for which a
DPIA is not required

ﬁ Has a legal basis
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=
o

|

j ErE

Mo DPIA nesded

Advice of the DPD
[art. 35(27) Codels) of conduct
Manitor parformance [art 35(8Y]
[aed, A8{T) (a]]

Seek the views of
thi data subjects
[mrt. 350

Reswdual high risks?

[art, 36{1)]

Processing réviewed
by the controller
[art. 35(11}) Friar
consultation
Mo prior
consultabon
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Description of the
envisaged
processing

Assessment of the
necessity and
proportionality

Monitoring and
review

Measures already
envisaged

Documentation

Measures Assessment of the
1 ' envisaged to risks to the rights
address the risks and freedoms
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What are the sanctions?

10, 000, 000 EUR

Or

up to 2 % of the total
worldwide annual turnover
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Current Enforcement
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Instagram Record €405 million GDPR Fine

* |n 2022, the Irish Data Protection Commission issued a record fine of €405 million to Meta Platforms Ireland
Limited, which owns the Facebook and Instagram social media platforms

* Meta was found to have facilitated the publication of phone and email contact information of children on
Instagram, which resulted in a high risk to the rights and freedoms of these data subjects and therefore
necessitated a DPIA

* Meta failed to carry out a proper DPIA — it did not identify nor address the risks to data subjects

* Among other infringements, Meta was found to have breached Article 35(1) of the GDPR, which required it to

conduct a DPIA in such circumstances
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Re - Cap

v' A DPIA is a process designed to describe the processing, assess its necessity and
proportionality and help manage the risks to the rights and freedoms of natural persons
resulting from the processing of personal data by assessing them and determining the
measures to address them.

v’ The assessment must be carried out when the processing results in a high risk to the
data subject’s fundamental rights and freedoms

v’ The assessment should be carried out before the processing operation takes place and
must be continually updated

..
|
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Policies and Procedures
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GDPR Recital 78

......

“In order to be able to demonstrate compliance with this Regulation,
the controller should adopt internal policies and implement measures
which meet in particular the principles of data protection by design and

data protection by default.”

58



CAMILLERIPREZIOSI ADVOCATES
&
I

Policies - Examples

Data Subject Access Request Policy
Clean Desk Policy

IT Security Policy
Website Use Policy

Cookies Policy

Data Retention Policy
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Data Subject Access Request Policy

* How do you recognise a SAR?

 What do you do if you receive a SAR verbally?

 What steps need to be taken to verify the identity of the
requester?

* When can you refuse a request?

 What additional information do you need to provide?

* Do you have information management systems in place
which allow you to easily retrieve information?

—
e
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Data Subject Access Request Policy

DPQO/Data

Contact
Person
(employee)

Daite protection

team

Subject

* C(Clear reporting lines
 Timelines

'
s R S

Controller
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1 CLEAN DESK POLICY g
Clean Desk Policy | ceaoeskroucy ™
* Specifies how employees should leave m
their working space when they leave ,f.' '@
the office . ,é ’ -t b

* C(Clear desks of papers <
* Close laptop screens
» Keep files/papers under lock and key BEFORE YOU LEAVE

0 Tiely your desk
e L OCk VOuUr SCreen

e Fut away sensilive documents
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IT Security Policy

Rl

e |dentifies the rules and procedures for all individuals accessing and using an
organisation’s IT assets and resources

e Passwords and encryption

* Confidentiality

e Accuracy of information

 Awareness and general security

 Breach reporting

it
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Website Use Policy

e Sets out what users can and cannot do when
using your website

* Prohibited uses

* Privacy notice

e Content standards

* Suspension and termination

-
H
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Cookies Policy @

A cookie is a small text file that a website stores on your computer or mobile device
when you visit the site.

First party cookies are cookies set by the website you’re visiting. Only that website can
read them. In addition, a website might potentially use external services, which also set
their own cookies, known as third-party cookies.

Persistent cookies are cookies saved on your computer and that are not deleted
automatically when you quit your browser, unlike a session cookie, which is deleted

when you quit your browser.

https://ec.europa.eu/info/cookies en

..
|
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Data Retention Policy @m

Key Principle: No more data is processed than is necessary and data is not kept for a period longer
than necessary. (Data used e.g. for archiving purposes in the public interest, scientific or historical
research purposes, can be kept for a longer period)

 Refer to Laws or Agreed Industry Practices on Retention of Information

e Absence of law: Justification based on individual business needs
o E.g. holding personal data for operational reasons

it
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Data Retention Policy

e e

How to determine ‘business needs’:

 What is the data/information used for?

* Any legal or regulatory requirements?

* Do any agreed industry practices exist (where relevant)?

* Isit easy or difficult to make sure it remains accurate and up
to date?

* Consider the current and future value of the information

 Consider the costs, risks and liabilities associated with
retaining the information
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Procedures

Data Subject Data
Access Request Portability Data Breach

- How are they going to be handled?

ﬁ

|

Data Subject
Consent
Withdrawal
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Procedures

e Clear reporting lines
* Open communication
* Encourage transparency

* Easily accessible policies and procedure structure

Satisfactory documentary evidence

ﬁ

......
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Auditing — why is it necessary?

@
Before beginning a processing activity or attempting to undertake your
GDPR audit, you must establish:

1. Exactly what data you are dealing with;

2. Whether you are a data controller or processor; and

3. Why you’ve come to the conclusions in 2.

ﬁ

72



73



IIIIIIIIIIIIIIIIIIIIIIIIII

Appropriate technical and
organisational measures are a
must!

=
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adopting and
implementing taking a ‘data protection by
data protection design and default’ approach
policies

maintaining
documentation
of your
processing
activities

putting written contracts in
place with organisations that
process personal data on your
behalf

implementing
appropriate
security
measures

recording and, where necessary,
reporting personal data
breaches

recording and,
where
necessary,
reporting
personal data
breaches

appointing a
data protection
officer
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DP Auditing

Gap Analysis

Risk Analysis

Legal Analysis

Project Steering / Budget Planning

Setting Up a data protection structure and management
Monitoring the status of implementation

Review Insurance Arrangements

LN N N N N X X

Assess Liability Exposure

=

14
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CAMILLERI PREZIOSI

Data Protection Compliance Checklist

| Ciestions | Answrers:

Dats Mapping

Which companies process personal data within the
group’

&. What iz the stated purposa/s of collectan?”
5. Why are the data processed?

& How and where are the dats stored (both physical dats
and soft-copie)?
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procedurss m place? 1f ves, please supply.

5. Do you collect any personal data not directly from the
data subject?

1. Arethere any privacy and dsta protection palicies in
place? If yes, please supply.

11. Dﬂyui: r:a-r}'nﬁt H:I'}' form nf'p'rnﬂi'n.g: or automated
decision making? If yes. on whom and for what
purpase’

12. Do you have CCTV cameras? If yes, where arethe
camerss located?

13. Do vour CCTV cameras only record video or sound as
well?

14. 15 CCTV monitoring only used for security purposes or
alzo for other purposes [such »s disciplinary action]T

15. Do you have notices in regard to CCTVT

16. Do you monttor employee work communications
(emails and calls)7

17. Do you record calla?

Accountability
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Data Inventories
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