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Presentation Question

‘Privacy Consideration when designing a website’

Designing a company website with data capturing tools for
recruitment and service booking entails significant privacy
considerations. In a 20-minute presentation, explore the
ethical and practical dimensions of privacy in this context.
How can companies balance the need for data collection
with respecting user privacy? What measures should be in
place to ensure transparency and consent? Discuss potential
risks, and show best practices from existing websites, for
safeguarding user data in such websites.
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Presentation

e Saturday 11 May 9:00 till 12:00hrs

e 20 hours preparation

e 20 minutes long

* All group members should deliver part

e (Questions will be asked
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Reflective Notes

* Friday 10 May at 23.59hrs

e Whatdid | Learn? (100 words)

e What went well? (100 words)

 What could | have done better? (100 words)

* Long-term implications (200 words)
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Assignment Questions

Your task is to critically analyse the concept of lawful basis for
processing personal data within the framework of GDPR. In your
response, address the following:

Define what is meant by the term "lawful basis for processing personal
data."

|ldentify and explain at least three lawful basis for processing personal data
as outlined in the GDPR.

Discuss the significance of selecting an appropriate lawful basis for
processing personal data.

=N

Provide examples illustrating instances where organisations have

: : : [\
challenges or consequences due to improper selection or misuse of L
basis for processing personal data. -
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Assignment Questions

Your task is to identify the data subject rights enshrined within the
GDPR and explain their implications for organisations operating
within the European Union or processing the personal data of EU
residents. In your response, address the following:

 Define and explain the eight data subject rights enumerated in the
GDPR.

* Briefly explain the the procedure for handling data subject requests
and ensuring timely response.

e Name at least 4 different data privacy information notices f
organisation must have
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Assignment Questions

Your task is to analyse the implications of data breaches under the
GDPR framework and examine the responsibilities of organisations in

responding to and mitigating such incidents. In your response,
address the following:

Define what constitutes a data breach according to the GDPR and
distinguish between different types of data breaches, including
accidental and unlawful breaches.

Outline the obligations of organisations under the GDPR regarding the
notification and reporting of data breaches to supervisory authg
and affected individuals.

Discuss strategies and best practices for organisations to
preventive measures against data breaches.
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Lecture 5

Is your website GDPR Compliant?
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Website Compliance

Cookie Notification

Cookiebot

Consent Details

This website uses cookies

We use cookies to personalise content and ads, to provide social media features and to analyse our traffic. We also
share information about your use of our site with our social media, advertising and analytics partners who may combine
it with other information that you've provided to them or that they've collected from your use of their services.

€

cookies

This page uses cookies: d maore

This website uses cookies. . Accept

www.21Academy.education



Undergraduate Diploma

Website Compliance

Policies & Notices

Cookie Policy which is also accessible from your privacy
notice and also link it to the policies of the third party
cookie providers

Privacy Notice
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Website Compliance

Secure Socket Layer (SSL)

6 https:/ Secure
Connection &

<« C @ t/contact-us/

Your connection to this site is not secure

%W Flash Ask (default) &

@ Cookies //\\

208 1N Use ‘ >
S /

//

Site settings Acanemy [,
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Website Compliance

Data Capturing Tools

* Consent
* Links to notice/s
* Do not store data which you don't need

» Service providers (mailing list etc) should also be
GDPR compliant & DPR§

* No pre ticked boxes
* Not bundled
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Website Compliance

Consent from all of those who show on
photographs, videos and testimonials

including employees
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Website Compliance

Payment Gateways

Make sure that they are GDPR compliant
Link Privacy Notice
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Website Compliance

Web Chat

s the chat stored?

Is data captured from the chat?

Is chat provider GDPR compliant?
Does your notice link to theirs?
Do you have a DPPA in place?
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Presentation Question

Introduction to Privacy Concerns

Outline the importance of privacy in today's digital
landscape, especially when it comes to handling
sensitive information like personal data for
recruitment and service booking.
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Presentation Question

Legal and Ethical Considerations

Discuss relevant laws and regulations governing
data privacy, such as GDPR.

Emphasise the ethical responsibility of companies to
protect user privacy.
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Presentation Question

Balancing Data Collection and Privacy

Explore the tension between the need for data
collection to improve recruitment and service
booking processes and the imperative to respect
user privacy.

Highlight the importance of finding a balance
between these competing interests.
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Presentation Question

Transparency and Consent

Discuss the necessity of transparent data practices
and obtaining explicit consent from users before
collecting their data.

Explain how companies can implement clear privacy
notices and consent mechanisms to ensure users
understand how their data will be used.
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Presentation Question

Measures to Safeguard User Data

Outline specific measures companies can take to
safeguard user data, such as SSL, and regular
security audits.
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Presentation Question

Potential Risks

ldentify potential risks associated with data
collection, such as data breaches, unauthorised
access, and misuse of personal information.

Discuss the potential consequences for both users
and the company in case of a privacy incident.
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Presentation Question

Best Practices from Existing Websites

Showcase examples of websites that excel in privacy
protection, highlighting features like clear privacy
notices, user-friendly consent forms, and compliant
datra collection forms.
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