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Breakdown of today’s session

1.Legal requirements surrounding Data Protection Impact Assessments
(“DPIAS”)

2.How to conduct a DPIA
3.Policies and Procedures

4.Auditing
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The GDPR - A Risk-Based Regulation
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Privacy by Design and Privacy by Default

e To promote compliance with data protection laws and regulations

from the earliest stages of initiatives involving personal data

* Privacy as a fundamental component in the design and maintenance
of information systems and mode of operation for each organisation



uuuuuuuuuuuuuuuuuuuuuuuu

Privacy by Design and Privacy by Default

by design measures may include e.g. pseudonymisation or other
privacy-enhancing technologies

by default measures ensure that only personal data which is necessary
for each specific purpose is processed e.g. privacy settings should, by
default, be set on the most privacy-friendly setting
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Privacy by Design — Article 25 GDPR

Taking into account the state of the art, the cost of implementation and the nature,
scope, context and purposes of processing as well as the risks of varying likelihood
and severity for rights and freedoms of natural persons posed by the processing,
the controller shall, both at the time of the determination of the means for
processing and at the time of the processing itself, implement appropriate
technical and organisational measures, such as pseudonymisation, which are
designed to implement data-protection principles, such as data minimisation, in an
effective manner and to integrate safeguards into the processing to meet
requirements of GDPR and protect the rights of data subjects.
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Privacy by Design — Article 25 GDPR

privacy by design = conducting DPIAs

A Data Protection Impact Assessment (DPIA) is a process to

help you identify and minimise the data protection risks of a
project.
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A Balancing Act

Rights and
Freedoms of Data
Subjects

Processing
Activities
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What is a DPIA?

1. Describe the processing

2. Assess its necessity and

3. Manage risks
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Article 35 GDPR
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Section 1

Diita protection impact azecssment and prior consultarion
Article 35
Data protection impact assessmment

I Wihere 3 type g i particular ing new rechnobopies, and wking bo account the nature, sdope,
:mwwmnﬂ:hmuﬁﬁ'mmm|n:hwhnshtuﬂ|:r.l=|'l: freedoms of natural persons,

the controller prior to the procesing, carry oul an sccime o of the impact of the envisaped processing
operations on the protection of personal data. A single assessment may address o set of similar processing: operations
that preseni similar high risks.

2 The controfler shall seek the advice of the data protection officer. where designated, when carrying out a data
profection Bmpact assessment

1 A dara protecnon impact assessment referred 1o m paragraph | shall in particular be required in the case of

}1s}munu:uii¢mnnﬂa.iumnuuf which & based on autoraned

prum.mchﬂnﬁ mﬂrhﬁwmmhﬁﬂmpmdmhﬁlﬂmmmm

bl processng on & lange scale of special categories of data referred to in Article 9i1), or of perzonal daga relating to
criminal convictions and offences referred to in Article 10, or

it} a systematic momitoring of a publicly accessible area on a large scake
4 The supervisory authority shall establish and muake public a list of the kind of processing operations which are

£ to the irement for 3 data protection Anseeetpienl uant to paragraph 1 The supervisory autharity
sha mmﬁm1mmmmmmmdns ek
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Article 35 GDPR
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7. The assessment shall contain at Jeast:

() a systematic descnption of the envisaged ng operations and the purposes of the processing, including, whers
applicable, the legitimate interest pmmdgny the n:uE*:trd ler. i e ¥

ibi an assessment of the necesity and proportionalsty of the processing operations in relation to the purposes.
ic) an assesement of the risks to the rights and fresdoms of data subjects referred to i paragraph 1, and

id} the measures envisaped to address the risks, including safepuards, security measures and mechanisms to ensure the
i:-rnt«::innnfpm:nm]d:muﬂmdumnmrcmq:ﬂunnirhﬂ:&:hguﬂimmkinghunﬂmﬂ!ﬁghsud
egitimate interests of data subjects and other persons concerned

8  Compliance with approved codes of conduct referrsd to in Article 40 by the relevant contrallers or processors
shall be into due account in m—.:n:f the impact of the processing operations performed by such controllers or

proceszors, in particular for the purposss of a data protection impact assessment.

9 Where a te, the controller shall seek the views of data subjects or their representatives on the intended
processing, wit prejudice 1o the protection of commercial or public interests or the security of processing
operations.

10,  Where processing pursuant to point ic) or fe} of Articke o(1) has a legal basis in Union law or in the law of the
I'l-hmhﬂ Stare r-uwh-rhllu:mtmllrri::uhim.ﬂm law regulares the specific processing operation or set of operations

ion, and a data m1mmmemhualmdyhunﬂmdmupmuhgﬁmhmpmumum
: comntext of the adoption of that legal basiz, paragraphs | 1o 7 shall not apply unless Member States deemi it to be
necessary to carry out such an asscssment prior o pro<essing activitics.

11, Where necessary, the controller shall carry out a review 1o assess if processing is performed in accordance with
the data protection impact assessment at least when there & a change of the risk represented by processing opertions

11
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When is a DPIA required?

* Processing is “likely to result in a high risk to the rights and freedoms of natural
persons”

* Note the “in particular using new tech” in Art 35(1)
* Good practice to carry out a DPIA for any major project which requires the

processing of personal data or where it is evident that the processing operations
are not able to satisfy the GDPR.

o .
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IDPC Requirements for DPIA

e Systematic Monitoring
* Automated Decisions
* Use of Innovative Technologies

» Special Categories of Data

Biometric Data

Genetic Data

Data Concerning Vulnerable Persons

Employee Monitoring

H The list is non-exhaustive in nature.

13
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Timing: Conducting a DPIA?

To be carried out prior to the initiation of
the processing activity.

(e.g. prior to the use of CCTV)

14
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What should a DPIA address?

Either: Or:
A set of similar processing operations A single processing operation
e.g. public authorities or bodies e.g. introduction of CCTV

intend to establish a common
application or processing platform or
where several controllers plan to
introduce a common application
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DPIA - Single Processing

Dataset 1

Dataset 1

Data set 1 Am Data set 1

Dataset 1

Dataset 1

16
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DPIA — Multiple Processing

Dataset 1

Data set 2

Data set 4

Data set 6

17
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Who is obliged to carry out a DPIA?

_
G

pats g > 4

H Controller Data Processor

e [ | NaNTTY - —
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Article 35 of the GDPR

Where a type of processing in particular using new technologies, and taking into
account the nature, scope, context and purposes of the processing, is likely to result in
a high risk to the rights and freedoms of natural persons, the controller shall, prior to
the processing, carry out an assessment of the impact of the envisaged processing
operations on the protection of personal data. A single assessment may address a set of
similar processing operations that present similar high risks

Article 5 of the GDPR

“The controller shall be responsible for, and be able to demonstrate
compliance with, paragraph 1 (‘accountability’).”

o .
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Who is the Data Controller ?
Data Controller

An entity which, alone or together
with at least another entity,
determines the purposes and
means of the processing of
personal data

Personal Data

@ Data Subject .

[ty -
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DPO Involvement

Data Protection Officer

Data Controller

21
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DPO Involvement

Art 35(2) GDPR

The controller shall seek the advice of the data protection

officer, where designated, when carrying out a data protection
impact assessment.

22
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Data Subject Involvement

Art 35(9) GDPR

Where appropriate, the controller shall seek the views of data
subjects or their representatives on the intended processing,

without prejudice to the protection of commercial or public
interests or the security of processing operations.

o .
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Processor Involvement
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3.  Processing by a processor shall be governed by a contract or other legal act under Union or Member State law.
that is binding on the processor with regard 1o the controller and that sets out the subject-matter and duration of the
processing, the nature and purpose of the processing, the type of personal data and categorics of data subjects and the
obligations and rights of the controller. That contract or other begal act shall stipulate, in particular, that the processor

fa) pmu-m-s |I1=£mnam1 data only on documented instructions from the controller, including with regard 10 transfers

13 to a thid country or an international organisation. unless required 10 do so by Union or

Mmbcr State law 1o which the processor is subject; in such a case, the processor shall inform the controller of that

legal requirement before processing, unless that law prohibits such information on importam grounds of public
interest;

(b} ensures that persons authorised 1o process the nal data have committed themselves o confidentality or are
under an appropriate statutory obligation of confidentiality:

ic) takes all measures required pursuant 1o Aricle 12;
id) respects the conditions referred to in paragraphs 2 and 4 for enpaging another processor;

(e} taking into account the m.lun: ﬂl’ the ssing, assists the controller by appropriate technical and organisational
measures, insofar as this s mr fulfilment of the controller’s obligation o respond 1o requests for
exercising the data subject’s ﬂghni qu:l down in Chaper 11

{fy assists the controller in ensuring compliance with the oblipations purssant o Anicles 32 10 36 wking im0 account
the nature of processing and the information available to the processor;

fg) at the choice of the controller, deletes or returns all the personal data to the comtroller after the end of the provision
of services relating 1o processing, and deletes existing copies unless Union or Member Stare law requires storage of

the personal data;

(hy makes available to the controller all information necessary 10 demonstrate compliance with the obligations laid
down in this Article and allow for and contribute to audits, including inspections, conducted by the controller or
another auditor mandated by the controller.

24
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When is a DPIA mandatory?

Processing is likely to result in a
high risk to the rights and
freedoms of natural persons

25
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HIGH RISKS

Art 35(3) GDPR

1. Systematic and extensive evaluation based on automated
processing (including profiling)

2. Processing on a large scale of special categories or of personal
data relating to certain criminal convictions and offences

3. a systematic monitoring of a publicly accessible area on a large
scale

,.
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Automated Decision-Making




Large Scale Processing: Special Categories of PD Art
9(1) GDPR

\}
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WP 29 Guidelines

@®

Guidelines on Data Protection Impact Assessment (DPIA) and
determining whether processing is “likely to result in a high risk”
for the purposes of Regulation 2016/679

WP 29 also set out 9 criteria to be considered in order to provide
a more concrete set of processing operations that require a DPIA

o .
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Evaluation or
scoring

Sensitive Data

Data concerning
vulnerable data
subjects

Automated-
decision making
with legal
significant effect

Data Processed on
a large scale

Innovative
organisational
solutions

Systematic
Monitoring

Matching or
combining
datasets

Processing prevent
data subjects from
exercising their
rights

@®
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DPFIA
Examples of processing Possible Relevant criteria likely to be
required?

- Sensiive data or data of a hughl sonal

A hospatal processing i1s patients’ genetic and pature,

health data (hospital information system). - Data concerning vulnerable data subyects.
- Data processed on a large-scale.

The u:f‘.e of a -:gmera system (o monitor dn.vmg .. Sy * e

behavior on highways. The controller envisages to : 2

; . : . _ - Innovative use or applymg technological
use an intelligent video analysis system to single o .
. s or orgamisational solutions.

out cars and automatically recognize license plates.

A company systematically monitoring its , s

emplo ea'l:l ai:uw:'::s -!;rml the ni:r toring of = SocRanc IRbiiarg.

Sy R g -  Data concerning vulnerable data subjects.

the employees’ work station, mternet actiaty, erc.

- Evaluation or scoring.
, ; s - Data processed on a larpe scale,
The gathering of publ I media data f : e,
et e s i - Maitching or combining of datasets. Yes

generaling profiles.

Sensiive data or data of a highly personal
nalure:

An institution creating a national level creditl rating
or fraud database.

Evaluation or sconng.

Automated decision making with legal or
similar significant effect.

Prevents data subject from exercising a
right or using a service or a contract.
Sensinve data or data of a highly onal
nature:

Storage for archiving purpose of pseudonymised
personal sensitive data concermning vulnerable data
subjects of research projects or chinical trials

Sensitive data.

Data concerning vulnerable data subjects.
Prevents data subjects from exercising a
rnight or using a service or a contract.

32
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DPIA
Examples of processing Possible Relevant criteria likely to be
required?
A processing of “personal data from patients or Sensitive data or data of a highl sonal
clients by an individual phvsician, other health care nature.
professional or lawyer” (Recital 91). Data concerning vulnerable data subjects.
0 uqﬁne m.a g:_azim:- uﬁl'mg 5 mai.ling ks Data processed on a large scale. No
generic daily digest to its subscribers.
An e<commerce website displaying adverts for
vintage car parts involving limited profiling based Evaluation or scoring.
on ttems viewed or purchased on its own website.

33
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What should the DPIA include?

‘ Purpose of Processing Technical and
organisational security
measures

‘ Description of categories ‘ Assessment of High

of the data Risk, if any

‘ Description of the
recipients

=

—wn [Ty -
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What should the DPIA include? @@

Art 35(7) GDPR

The assessment shall contain at least:

(a) A description of the envisaged processing operations and the purposes of the
processing;

(b) An assessment of the necessity and proportionality of the processing operations in
relation to the purposes;

(c) An assessment of the risks to the rights and freedoms of data subjects;

(d) The measures envisaged to address the risks, including safeguards, security

measures and mechanisms to ensure the protection of personal data and to
demonstrate compliance.

o .
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IDPC Guidelines
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General Overview

What are the reasons for conducting a DPIAT

- MWew processing activity
+  Dueto changes that occurred to the existing processing activity

Nare: A prereLmg achly melmles Bath momin angd SPCIrmeir onerehon

iz thie DPO invalved in the DPIA process?

Describe the nature, scope, context and purpose of envisaged processing,

£.5.: Dney the processing inchnde: sofely outomoted ond swtomaled processing, inclading prafiing,
with Jegal gr senifor sigeificind #ffect, ppafematc mondofing ond @valvaion of perionm ospechs
mcluding online behviow, processing that wookl exceed the reasonabiie especiobon of the doia
webipety, daf of new fechnologiety, procesing of doto ar o lorge scale, proorssing for which (e
exereiap of dotn sobjects rights will prove fo be wmpossible or reaalt disproportionare, processing for
wirich the notification af o reach sl reslt dtproporiongte ? Indicefe the methoos vied for the
procesting nperaton

Attach any relevant supporting documents, such a5 a project proposal, data flow dagrams, related
systems documentation, etc

36
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IDPC Guidelines
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Describe the processing operations related to the envisage processing.

£ g.. How Wil the personal dotu be collected, used, stored ond deleted?

Legal basis for processing

identify the proper legal ground(s), on the strength of which, the processing activity will be
legitimised.

Article 6 GDPR sets out the legal criteria to process personal data,
Whereas the rule provides for a prohibition of the processing of special categories of data, the

provisions of Article 9 foresee a list of derogations on which the controller can rely to justify the
processing of sensitive data.

Categories of personal data processed

identify the categories of personal data that will be processed, in particular, where spedial
categories or data of a highly personal nature such as criminal offences or convictions or related
security measures, or data concerning vulnerable data subjects such as children, location data, will
be processed.

37
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IDPC Guidelines
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Security of processing

identihy and descriie the technical and organisational measures adopted to protect the data
againat unauthorised of unkawful processing and against accidental lous, destruction of damage.

Did you contider the implementation of data protechion by deidgn and by defaull measures 1o
enhance the secunty of persomnsl data [weh a5 pseudonymisation and encryvplion technigues,
automated deletion of personal data on expiry of retention period and system's capabilities and
functionalities to accede to data subjects” rights}?

Did wou Implemant preventive messures to safeguard the personal data and enswe that
procedures are in place to detect and report data breaches (a.g. incident response plans) to the
superyisony authority within 72 hours from becoming aware of the breach?

Did wou prowide tramning and instructions to your staff on how to safeguard the personal data?

Ase approved infarmation security polhktes i place 1o provide the necessny internal guidelines as
part of information security and risk management?

Additional safeguards

Do you Toflow any approved codes of conduct or internatinnalfindustry applicable standards?

38
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IDPC Guidelines
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Processors

Will a processor and/or sub-processor be engaged to process data on your behalf?

if yes, have you carried out the necessary due diligence on the processor/sub-processor to ensure
that they provide sufficient guarantees to implement appropriate technical and organisational
measures that the processing will meet the requirements of the GDPR?

Is the relationship with the processor/sub-processor governed by means of a contract or other legal
act under Union law. Take into account the minimum requirements set out under Article 28(3)
GOPR.

Transfer of personal data to third countries or international
aorganisations

Will the personal data be transferred to a third country?

If yes, will the transfer rely on:

- the basis of an adequacy decision;

- appropriate safeguards, intluding but not limited to, BCRs, standard data protection
clauses adopted by the Commission, approved code of conduct and approved certification
mechanism;

39
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IDPC Guidelines
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Authorisation from the supervisory authority shall be required if the transfer will be carried out on
the basis of:
- pontractual clauses entered into between data exporter and data importer in the thind

country;
- provisions to be inserted in administrathve arrangements betwesn public bodies.

Necessity and proportionality

Are the purposes of the processing operation specific, explicit and legitimate (purpose lhmitation
principie)?

Does the processing actually achieve the intended purpose?
is there another way to achieve the same outcome in a more privacy friendly manner?

Are the data collected adequate, rebevant and limited to what is sirictly necessary in relation 1o the
purposes for which the data are processed |data minimisation principle)?

How da you ensure that the data provided are accurate and kept up to date [accuracy principle]?

What are the data retention periods, in particular, where different categories of personal data are
processad (storage principlal?

What measures are in place fo ensure that the data are deleted once the retention period has
explred?

40
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IDPC Guidelines
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Data subject rights

Are measures in place for the data subjects to axercise their rights (transparency, right of access
and to data portability, right to objects and to restrictions of processing, right to rectification and
grasurel?

if applicable, how is tonsent obtained? Ensure that consent is freely-given, specific and informed.
Consider opt-in mechanisms in online systems where required. Provide the data subject with an
easy manner how to withdraw consent (e.g. opt-out).

Cipes the new processing allow you to respond to data subject access requests easily?

Risk Assessment (minimum reguirements)

identify the threats and the likefihood that such threats materialise into risks,
Identify all the possible risks,
Estabiish the number or potential number of affected data subjects by the processing sctivity.

Identify adverse effects and impact on the data subjects.

i
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IDPC Guidelines
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Identify mitigations measures appropriate to the risks.

Identify residual risks, if amy.

Outcome

Comments by the DPOD,

In the case of residual high risks, do you have a procedure in place to consult the supervisory
authority pursuant to the requirements of Article 36 GDPR?

Devise an implementation plan of the necessary measures identified in the DPIA and target dates.

Approvals, signatures of responsible officers (including the DPD where applicable) and date.

ip
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What form should the DPIA take?

e WP 29

e Guidelines on Data Protection Impact Assessment (DPIA) and
determining whether processing is “likely to result in a high risk” for
the purposes of Regulation 2016/679

* Annex 1 — Existing EU DPIA frameworks

* Annex 2 — Criteria for an acceptable DPIA

43
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Annex 2 — Criterin Ffor sn acceptable DFIA

The WPH proposes the following oniena which datn controlier= can use 0 asstss whether or not o
DA, or & methedology 10 carry it & DPIA, s sullicientdy comprehonsive o comply with ihe
LR[NP

descrapti any s provided (Aricle 357 Hal):
mmmﬂmdﬂwmﬂm“mqm
20
porsonal dats. recipicnts and period for which the pemonal daga will be siored e
rocorded;

opcrabion s provided:
the assets on wihich personal dote reby (hardware, software, networks, people, paper ar
pogicr transmisswsi channels ) are identified:
coamp innee wath approved codes of combuct = mken min socoumdt | Armicle 35(8)k
O  poccssiy el proporbionaiity src assessed [ Artiele 315 T)ibB)
O measures envisaped o comply with the Regulstion ane determined | Arncle 35T d)
0O messures commbuing o the propomionalny and the necessity of the
processang of the baus of;
O specified, explicit and legitiman: purposeis) { Armcle $00Kbjik
O  l=afulness of processing (Article 6k
O adeyunie, relevend e [imaied o whal 5 nocesary dsis (Aricie
S{1N=))
O  limmited stonspe durwtion | Arscle 341 jleb):
0O messures caninbutmg 1o the nghis of the dotn subgocis:

o
O
O & fusctional description of e processing
a
o

O  information provided so the dsis subyect (Anscles 12, 13 and 14)
O nght of pooess and 1o &ata padababity {Aracles |5 and 20}
O righi 1o rectificaison and 1o crassre (Amscles 16, 17 and 195
= | rﬁuwﬁm:ﬂmmﬁmﬂmﬂnﬂmﬁchlﬂ. i9and 21k
(5 | with processors (Astscle 28
i | qum imiemational rnstens) (Chapter Vi
O p*ummultdm{ﬁn-:hiﬁ]
O psksio i1 i 5 ol : prpged | Anbcle 350 THey
EI e T d :m-i-m-nru af the naks are (el fociial B4) or,
mwlﬁﬂliiu;xfm"::dt nsk lllltrﬂ:l]m m,wmdmrlrdmnd:ﬁm amd
diappcarance of dota) from the perspective of the dats subjects-
0 rmisks sources are inkenw mie accouni frecital 90
O potertial impacts 1o the mghin and freedom of dos subjects ane identified m
case of events meluding llepiimole scocss, undesired  modification  and
desappearance of data;
0 thrcats that could lead o illegiimate soccss. undesired modification and
dessppearance of data sre identz fied:
O likeliboosd snd severiny wre estimsted (reciam] %)
O mensores envesaped to trest thowe nsks are determmned (Artscle 25(7)Hd) and recrtal
B
o

O ihe sdvice of the D0 s soughi (Arbele 330250

O the views of data sulyects or thesr ropresentstves ore sought, where approprmic
i Aorticle 3509
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DPIA — EXAMPLE & ACTIVITY
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Project Details — CCTV Installation

Data Controller

Description of the Project

Nature of the Project

Purposes of the Project

Context, Scope and Background of Project
Data Subjects

Types of Personal Data

Special Categories of Personal Data
Recipients of Personal Data

Remote Access to CCTV Footage

v [P Aty -
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Project Details — CCTV Installation

Key Information

Lawful basis

Necessity and proportionality of the
processing operations in relation to the

purposes

Assessment of the risks to the rights and
freedoms of data subjects

wn [ Aaterry smace e
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Consultation with the Supervisory Authority

* If the risks identified in a DPIA cannot be sufficiently addressed by the data controller
(i.e. the residual risk remains high), then the data controller must consult the
supervisory authority prior to commencing the processing.

 Example: If it is not possible to reduce the number of people accessing the personal
data, a high residual risk remains — therefore, consultation with the supervisory

authority is required.
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When is a DPIA not required? @

Authorised prior to May 2018

Not likely to result in a

Similar DPIA Exists high risk

Supervisory authority list

_ of processing operations

a Has a legal basis for which a DPIA is not 50
required
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@

Advice of the DPO
[art. 35(2)] Code(s) of conduct

Monitor performance [art. 35(8))

[art. 389(1) (¢)]

Seek the views of

the data subjects
[art 35(9)]

Likely to result in
high risks?
fart. 35{(1), (3) & (4)]

Exception ?

{art, 35(5) and (10)]

No DPIA needed

Residual high risks?
{art, 36(1))

Processing reviewed No
by the controller |
[art 35(11)) Prior
‘ consultation
a No prior o1

consultation

e [ | NaNTTY - —
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Description of the
envisaged
processing

Assessment of the
necessity and
proportionality

Monitoring and
review

Measures already
envisaged

Documentation

» Measures Assessment of the
o1 envisaged to risks to the rights
. address the risks and freedoms

- [P a Y -
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What are the sanctions?

10, 000, 000 EUR

Or

up to 2 % of the total
worldwide annual turnover
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Current Enforcement

.

- [P a Y -

Dite of
ETid Country Dwechsion Fine [i] ¥ Controlles/Processor Quoted Art, Type Source
[Pl crm ne i | ey donaars | f--_--: Cabamn i----n_- —_—
0230512 1200000000  Mota Patforms irgland Art, 46 (1) GOPA Irsufficient fegal  link fink
ETid-1644 Liriimadl ks for data
[RELAMD PrOCREENIE
— 2107146 PAEO00000  Amaran Europe Care S.Arl. Unknown Man-compliance  [ink
ETicl-77H _ i EH"-E"I'-N
LUKEMBOURG it rocessing
jprinciples
0220905 S05. 000,000 Wheta Platiornms, inc. AL 51} al €) GDPR, Morcomphance  link fink
ETil-1373 Art & (1} GIHR, &, weith genesal
soreffiiees 12(1) GOPR, AL 234 data procedssng
OPR, ArL Z5 {1 () prnciples
GOPR. Art. 35 GOPR
2023-07-04 240 000,000 Weta PLatiorms ireland At 5 (1) 8 GOPR,  Mam-compliance  link
ETid- 1543 Lamiitest) AL 6 (1} GOPR, At withy general
AN 1260PR, AL 1311)  data processing
£) GOPR pencipies
20230901 USO00000  TikKTok Limied AL S(1)eL 50130 Moncompliance  link
ETid-2032 GOPR, Art. 1.2(1) weiif1 genesal
iRELAND GOPR, At 13111€)  data processing
GOPR, Art. 24(1) prEncipiey

EOPR, AT Z541), (2)
GOPR
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Instagram Record €405 million GDPR Fine

* In 2022, the Irish Data Protection Commission issued a record fine of €405 million to Meta Platforms Ireland
Limited, which owns the Facebook and Instagram social media platforms

* Meta was found to have facilitated the publication of phone and email contact information of children on
Instagram, which resulted in a high risk to the rights and freedoms of these data subjects and therefore
necessitated a DPIA

* Meta failed to carry out a proper DPIA — it did not identify nor address the risks to data subjects

* Among other infringements, Meta was found to have breached Article 35(1) of the GDPR, which required it to
conduct a DPIA in such circumstances

»X
;,_ri
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@@
Re - Cap
v A DPIA is a process designed to describe the processing, assess its necessity and
proportionality and help manage the risks to the rights and freedoms of natural persons
resulting from the processing of personal data by assessing them and determining the
measures to address them.

v’ The assessment must be carried out when the processing results in a high risk to the
data subject’s fundamental rights and freedoms

v’ The assessment should be carried out before the processing operation takes place and
must be continually updated

R D
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Policies and Procedures
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GDPR Recital 78

“In order to be able to demonstrate compliance with this Regulation,
the controller should adopt internal policies and implement measures
which meet in particular the principles of data protection by design and
data protection by default.”

e [ | NaNTTY - —
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Policies - Examples

ip

Data Subject Access Request Policy
Clean Desk Policy

IT Security Policy
Website Use Policy

Cookies Policy

Data Retention Policy

—wn [Ty -



CAMILLERIPREZIOSI ADVOCATES

Data Subject Access Request Policy

e How do you recognise a SAR?

 What do you do if you receive a SAR verbally?

 What steps need to be taken to verify the identity of the
requester?

 When can you refuse a request?

 What additional information do you need to provide?

e Do you have information management systems in place
which allow you to easily retrieve information?
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Data Subject Access Request Policy

Contact DPO/Data

Datd Person protection

Szl (employee) team

Clear reporting lines
Timelines (one month or, if necessary, 3 months maximum)

- [P a Y -

Controller
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. CLEAN DESK POLICY
Clean Desk POlICV _

 Specifies how employees should leave
their working space when they leave
the office

e Clear desks of papers

* Close laptop screens

* Keep files/papers under lock and key BEFORE YOU LEAVE.

0 Tidy your desk
0 LOCK your screen

o Put away sensitive gocuments
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IT Security Policy

* |dentifies the rules and procedures for all individuals accessing and using an
organisation’s IT assets and resources

 Passwords and encryption

* Confidentiality

* Accuracy of information

 Awareness and general security

* Breach reporting
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Website Use Policy

* Sets out what users can and cannot do when
using your website

 Prohibited uses

* Privacy notice

e Content standards

* Suspension and termination
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Cookies Policy

@®

A cookie is a small text file that a website stores on your computer or mobile device
when you visit the site.

First party cookies are cookies set by the website you’re visiting. Only that website can
read them. In addition, a website might potentially use external services, which also set
their own cookies, known as third-party cookies (e.g. Google Analytics).

Persistent cookies are cookies saved on your computer and that are not deleted
automatically when you quit your browser, unlike a session cookie, which is deleted
when you quit your browser.

Insofar as they can be used to identify users, cookies qualify as personal data under the
GDPR.
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Data Retention Policy )

Key Principle: No more data is processed than is necessary and data is not kept for a period longer
than necessary. (Data used e.g. for archiving purposes in the public interest, scientific or historical
research purposes, can be kept for a longer period)

 Refer to Laws or Agreed Industry Practices on Retention of Information

 Absence of law: Justification based on individual business needs
o E.g. holding personal data for operational reasons

o .
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Data Retention Policy

How to determine ‘business needs’:

 What is the data/information used for?

* Any legal or regulatory requirements?

* Do any agreed industry practices exist (where relevant)?

* Isit easy or difficult to make sure it remains accurate and up
to date?

* Consider the current and future value of the information

 Consider the costs, risks and liabilities associated with
retaining the information
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Procedures

Data Subject Data
Access Request Portability Data Breach

- How are they going to be handled?

Data Subject
Consent
Withdrawal
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Procedures

* C(lear reporting lines

* (Open communication

 Encourage transparency

e Easily accessible policies and procedure structure

e Satisfactory documentary evidence
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Auditing — why is it necessary?

Before beginning a processing activity or attempting to undertake your
GDPR audit, you must establish:

1. Exactly what data you are dealing with;
2. Whether you are a data controller or processor; and

3. Why you’ve come to the conclusions in 2.
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@®

Appropriate technical and
organisational measures are a
must!
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.

- [P a Y -

adopting and
implementing taking a ‘data protection by
data protection design and default’ approach
policies

maintaining
documentation
of your
processing
activities

putting written contracts in
place with organisations that
process personal data on your
behalf

implementing
appropriate
security
measures

reporting personal data
breaches

recording and,
where
necessary,
reporting
personal data
breaches

appointing a
data protection
officer

recording and, where necessary,
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DP Auditing

Gap Analysis

Risk Analysis

Legal Analysis

Project Steering / Budget Planning

Setting Up a data protection structure and management
Monitoring the status of implementation

Review Insurance Arrangements

LN X X X X X X

Assess Liability Exposure
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CAMILLERI PREZIOSI

Data Protection Compliance Checklist

Q‘u&ﬁ:in'ns.' | Answers: |

Data Mapping

1. Which companies process personal data within the
Eroup?

2. How aredata collected?

3. Which data are collected?

4. Whatis the stated purpose/s of collection? 1=

5. Why arethe data processed?

6. How and where ars the data stored [both physical data
and soft-copies)T

Tﬁrlmwlungm data retained and why?

b 2. Do you have any data practices, processes or '
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procedures in place? Ifyes, please supply.

9. Do you collect any personal data not directly from the
data subject?

10, Are there any privacy and data protection policies in
place? If yes, please supply.

11. Do you carry out any form of profiling or automated
decision making? I1f yes, on whom and for what

purpose?

12, Do you have CCTV cameras? If yes, where are the
cameras located?

13. Do your CCTV cameras only record video or sound as
well?

14, 1s CCTV monitoring only used for security purposes or
also for other purposes [such as disciplinary action]?

15. Do ¥ou have notices in regard to CCTVT

1&. Do you monitor employee work communications
[emails and calls)?

17. Do ¥ou record calls?

Accountability
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Data Inventories

P ATy -
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