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Breakdown of today’s session

1.Legal requirements surrounding Data Protection Impact Assessments 
(“DPIAs”)

2.How to conduct a DPIA

3.Policies and Procedures

4.Auditing



C A M I L L E R I  P R E Z I O S I  A D V O C A T E S 

3

The GDPR – A Risk-Based Regulation
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Privacy by Design and Privacy by Default

• To promote compliance with data protection laws and regulations
from the earliest stages of initiatives involving personal data

• Privacy as a fundamental component in the design and maintenance
of information systems and mode of operation for each organisation
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Privacy by Design and Privacy by Default

by design measures may include e.g. pseudonymisation or other
privacy-enhancing technologies

by default measures ensure that only personal data which is necessary
for each specific purpose is processed e.g. privacy settings should, by
default, be set on the most privacy-friendly setting
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Privacy by Design – Article 25 GDPR

Taking into account the state of the art, the cost of implementation and the nature,

scope, context and purposes of processing as well as the risks of varying likelihood

and severity for rights and freedoms of natural persons posed by the processing,

the controller shall, both at the time of the determination of the means for

processing and at the time of the processing itself, implement appropriate

technical and organisational measures, such as pseudonymisation, which are

designed to implement data-protection principles, such as data minimisation, in an

effective manner and to integrate safeguards into the processing to meet

requirements of GDPR and protect the rights of data subjects.
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Privacy by Design – Article 25 GDPR

privacy by design = conducting DPIAs

A Data Protection Impact Assessment (DPIA) is a process to
help you identify and minimise the data protection risks of a
project.
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A Balancing Act
Rights and 

Freedoms of Data 

Subjects 

Processing 

Activities 
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What is a DPIA?

1. Describe the processing

2. Assess its necessity and 

3. Manage risks 
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Article 35 GDPR
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Article 35 GDPR
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When is a DPIA required?

• Processing is “likely to result in a high risk to the rights and freedoms of natural 

persons” 

• Note the “in particular using new tech” in Art 35(1)

• Good practice to carry out a DPIA for any major project which requires the 

processing of personal data or where it is evident that the processing operations 

are not able to satisfy the GDPR.
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IDPC Requirements for DPIA

• Systematic Monitoring

• Automated Decisions

• Use of Innovative Technologies 

• Special Categories of Data

• Biometric Data

• Genetic Data

• Data Concerning Vulnerable Persons

• Employee Monitoring

The list is non-exhaustive in nature.
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Timing: Conducting a DPIA?

To be carried out prior to the initiation of 

the processing activity. 

(e.g. prior to the use of CCTV)
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What should a DPIA address? 

Either: 

A set of similar processing operations

e.g. public authorities or bodies 

intend to establish a common 

application or processing platform or 

where several controllers plan to 

introduce a common application 

Or: 

A single processing operation

e.g. introduction of CCTV
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DPIA – Single Processing

Data set 1

Data set 1 Data set 1

Data set 1Data set 1

Data set 1DPIA
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DPIA – Multiple Processing

Data set 3

Data set 1 Data set 2

Data set 6Data set 5

Data set 4DPIA
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Who is obliged to carry out a DPIA?

Data 

Controller Data Processor
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Article 5 of the GDPR

“The controller shall be responsible for, and be able to demonstrate 

compliance with, paragraph 1 (‘accountability’).”

Where a type of processing in particular using new technologies, and taking into 

account the nature, scope, context and purposes of the processing, is likely to result in 

a high risk to the rights and freedoms of natural persons, the controller shall, prior to 

the processing, carry out an assessment of the impact of the envisaged processing 

operations on the protection of personal data. A single assessment may address a set of 

similar processing operations that present similar high risks 

Article 35 of the GDPR



C A M I L L E R I  P R E Z I O S I  A D V O C A T E S 

20

Who is the Data Controller ?

An entity which, alone or together 

with at least another entity, 

determines the purposes and 

means of the processing of 

personal data 

Data Subject

Personal Data 

Data Controller
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DPO Involvement

Data ControllerData Protection Officer
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DPO Involvement

Art 35(2) GDPR

The controller shall seek the advice of the data protection 

officer, where designated, when carrying out a data protection 

impact assessment. 
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Data Subject Involvement

Art 35(9) GDPR

Where appropriate, the controller shall seek the views of data 

subjects or their representatives on the intended processing, 

without prejudice to the protection of commercial or public 

interests or the security of processing operations. 
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Processor Involvement



C A M I L L E R I  P R E Z I O S I  A D V O C A T E S 

25

When is a DPIA mandatory? 

Processing is likely to result in a 

high risk to the rights and 

freedoms of natural persons
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HIGH RISKS

Art 35(3) GDPR

1. Systematic and extensive evaluation based on automated 

processing (including profiling)

2. Processing on a large scale of special categories or of personal 

data relating to certain criminal convictions and offences

3. a systematic monitoring of a publicly accessible area on a large 

scale
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Automated Decision-Making
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Large Scale Processing: Special Categories of PD Art 
9(1) GDPR
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Monitoring of Public 
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WP 29 Guidelines

Guidelines on Data Protection Impact Assessment (DPIA) and 

determining whether processing is “likely to result in a high risk” 

for the purposes of Regulation 2016/679

WP 29 also set out 9 criteria to be considered in order to provide 

a more concrete set of processing operations that require a DPIA  
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Evaluation or 

scoring, profiling 

and predictingEvaluation or 
scoring

Automated-
decision making 

with legal 
significant effect

Systematic 
Monitoring

Sensitive Data
Data Processed on 

a large scale

Matching or 
combining 
datasets

Data concerning 
vulnerable data 

subjects

Innovative 
organisational 

solutions

Processing prevent 
data subjects from 

exercising their 
rights 
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What should the DPIA include?

Purpose of Processing

Description of categories 

of the data

Description of the 

recipients

Technical and 

organisational security 

measures

Assessment of High 

Risk, if any
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What should the DPIA include?

Art 35(7) GDPR

The assessment shall contain at least: 

(a) A description of the envisaged processing operations and the purposes of the 

processing; 

(b) An assessment of the necessity and proportionality of the processing operations in 

relation to the purposes; 

(c) An assessment of the risks to the rights and freedoms of data subjects; 

(d) The measures envisaged to address the risks, including safeguards, security 

measures and mechanisms to ensure the protection of personal data and to 

demonstrate compliance.
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IDPC Guidelines
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IDPC Guidelines
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IDPC Guidelines
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IDPC Guidelines
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IDPC Guidelines
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IDPC Guidelines
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IDPC Guidelines
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What form should the DPIA take?

• WP 29 

• Guidelines on Data Protection Impact Assessment (DPIA) and 

determining whether processing is “likely to result in a high risk” for 
the purposes of Regulation 2016/679 

• Annex 1 – Existing EU DPIA frameworks 

• Annex 2 – Criteria for an acceptable DPIA
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DPIA – EXAMPLE & ACTIVITY
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Key Information

Data Controller

Description of the Project

Nature of the Project

Purposes of the Project

Context, Scope and Background of Project

Data Subjects

Types of Personal Data

Special Categories of Personal Data

Recipients of Personal Data

Remote Access to CCTV Footage

Project Details – CCTV Installation
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Key Information

Lawful basis

Necessity and proportionality of the 

processing operations in relation to the 

purposes 

Assessment of the risks to the rights and 

freedoms of data subjects

Project Details – CCTV Installation
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• If the risks identified in a DPIA cannot be sufficiently addressed by the data controller 
(i.e. the residual risk remains high), then the data controller must consult the 
supervisory authority prior to commencing the processing.

• Example: If it is not possible to reduce the number of people accessing the personal 
data, a high residual risk remains – therefore, consultation with the supervisory 
authority is required.

Consultation with the Supervisory Authority
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When is a DPIA not required? 

Not likely to result in a 

high risk 
Similar DPIA Exists 

Authorised prior to May 2018

Has a legal basis

Supervisory authority list 

of processing operations 

for which a DPIA is not 

required
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Description of the 
envisaged 
processing

Assessment of the 
necessity and 

proportionality

Measures already 
envisaged

Assessment of the 
risks to the rights 

and freedoms

Measures 
envisaged to 

address the risks

Documentation

Monitoring and 
review



C A M I L L E R I  P R E Z I O S I  A D V O C A T E S 

53

What are the sanctions?

10, 000, 000 EUR

Or

up to 2 % of the total 

worldwide annual turnover 
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Current Enforcement
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Instagram Record €405 million GDPR Fine
• In 2022, the Irish Data Protection Commission issued a record fine of €405 million to Meta Platforms Ireland 

Limited, which owns the Facebook and Instagram social media platforms

• Meta was found to have facilitated the publication of phone and email contact information of children on 
Instagram, which resulted in a high risk to the rights and freedoms of these data subjects and therefore 
necessitated a DPIA

• Meta failed to carry out a proper DPIA – it did not identify nor address the risks to data subjects

• Among other infringements, Meta was found to have breached Article 35(1) of the GDPR, which required it to 
conduct a DPIA in such circumstances
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Re - Cap

✓ A DPIA is a process designed to describe the processing, assess its necessity and 

proportionality and help manage the risks to the rights and freedoms of natural persons 

resulting from the processing of personal data by assessing them and determining the 

measures to address them. 

✓ The assessment must be carried out when the processing results in a high risk to the 

data subject’s fundamental rights and freedoms

✓ The assessment should be carried out before the processing operation takes place and 

must be continually updated 



C A M I L L E R I  P R E Z I O S I  A D V O C A T E S 

58

Policies and Procedures 
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“In order to be able to demonstrate compliance with this Regulation, 

the controller should adopt internal policies and implement measures 

which meet in particular the principles of data protection by design and 

data protection by default.”

GDPR Recital 78
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Policies - Examples 

IT Security Policy

Clean Desk Policy

Data Subject Access Request Policy

Website Use Policy

Cookies Policy

Data Retention Policy
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Data Subject Access Request Policy

• How do you recognise a SAR?

• What do you do if you receive a SAR verbally?

• What steps need to be taken to verify the identity of the 

requester?

• When can you refuse a request?

• What additional information do you need to provide?

• Do you have information management systems in place 

which allow you to easily retrieve information?
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Data Subject Access Request Policy

Data 
Subject 

Contact 
Person 

(employee)

DPO/Data 
protection 

team
Controller

• Clear reporting lines

• Timelines (one month or, if necessary, 3 months maximum)
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Clean Desk Policy

• Specifies how employees should leave 

their working space when they leave 

the office

• Clear desks of papers

• Close laptop screens

• Keep files/papers under lock and key
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IT Security Policy

• Identifies the rules and procedures for all individuals accessing and using an 

organisation’s IT assets and resources

• Passwords and encryption

• Confidentiality

• Accuracy of information

• Awareness and general security

• Breach reporting
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Website Use Policy

• Sets out what users can and cannot do when 

using your website

• Prohibited uses

• Privacy notice

• Content standards

• Suspension and termination
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Cookies Policy

• A cookie is a small text file that a website stores on your computer or mobile device 

when you visit the site.

• First party cookies are cookies set by the website you’re visiting. Only that website can 

read them. In addition, a website might potentially use external services, which also set 

their own cookies, known as third-party cookies (e.g. Google Analytics).

• Persistent cookies are cookies saved on your computer and that are not deleted 

automatically when you quit your browser, unlike a session cookie, which is deleted 

when you quit your browser.

• Insofar as they can be used to identify users, cookies qualify as personal data under the 

GDPR.
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Data Retention Policy

Key Principle: No more data is processed than is necessary and data is not kept for a period longer 

than necessary. (Data used e.g. for archiving purposes in the public interest, scientific or historical 

research purposes, can be kept for a longer period)

• Refer to Laws or Agreed Industry Practices on Retention of Information

• Absence of law: Justification based on individual business needs

o E.g. holding personal data for operational reasons
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How to determine ‘business needs’:

• What is the data/information used for?

• Any legal or regulatory requirements?

• Do any agreed industry practices exist (where relevant)?

• Is it easy or difficult to make sure it remains accurate and up 

to date?

• Consider the current and future value of the information

• Consider the costs, risks and liabilities associated with 

retaining the information

Data Retention Policy
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Procedures 

Data 

Portability Data Breach
Data Subject 

Access Request

Data Subject 

Consent 

Withdrawal

→ How are they going to be handled?
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Procedures 

• Clear reporting lines

• Open communication

• Encourage transparency

• Easily accessible policies and procedure structure

• Satisfactory documentary evidence
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Auditing



C A M I L L E R I  P R E Z I O S I  A D V O C A T E S 

73

Auditing – why is it necessary?

Before beginning a processing activity or attempting to undertake your 

GDPR audit, you must establish: 

1. Exactly what data you are dealing with;

2. Whether you are a data controller or processor; and 

3. Why you’ve come to the conclusions in 2.
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The Accountability Principle
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Appropriate technical and 
organisational measures are a 
must!
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adopting and 
implementing 

data protection 
policies

taking a ‘data protection by 
design and default’ approach

maintaining 
documentation 

of your 
processing 
activities

putting written contracts in 
place with organisations that 

process personal data on your 
behalf

implementing 
appropriate 

security 
measures

recording and, where necessary, 
reporting personal data 
breaches

recording and, 
where 

necessary, 
reporting 

personal data 
breaches

appointing a 
data protection 

officer
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DP Auditing

✓ Gap Analysis

✓ Risk Analysis

✓ Legal Analysis

✓ Project Steering / Budget Planning

✓ Setting Up a data protection structure and management 

✓ Monitoring the status of implementation 

✓ Review Insurance Arrangements 

✓ Assess Liability Exposure
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Data Inventories
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