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Data vs Personal Data
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facts and statistics collected together for reference or analysis

vs

any information relating to an identified or identifiable individual

Data vs Personal Data
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Legislation

• GDPR - The General Data Protection Regulation 2016/679 is a 
regulation in EU law on data protection and privacy in the European 
Union and the European Economic Area. It also addresses the transfer 
of personal data outside the EU and EEA areas.

• Data Protection Act - Formerly CAP 440 Data Protection Act, repealed 
by Act XX of 2018 the applicable laws in Malta regulating Data 
processing procedures have been updated and are now found under 
CAP 586. Intended to implement the GDPR plus.
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The Data Protection Act

• Processing of ID Documents

• Administrative Fines and Penalties

• Damages - including Moral Damages

• No Special Rules on processing in the context of employment

• Subsidiary Legislation - 586.01 - 586.11
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Exemptions

Nationality 
Security

Criminal
Investigation

Domestic
Purposes

Life/Death 
Situation

Journalism
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It means information or data that relates to a living 
person who can be identified from that data. 

For example info such as names, addresses, warnings, 
employment details.

What does Processing of Personal Data mean?

Personal Data
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Your turn…

Give us some examples of why an employer processes 
personal data. 

60sec
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Some examples…

• For payroll 

• For benefits

• For insurance 

• For background checks 

• For training 

• For legal reasons 

• For disciplinary matters 

• For performance reviews 
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Your turn…

Give us some examples of personal data an employer 
processes. 

60sec



Click to edit Master title style

• Click to edit Master text styles
• Second level

• Third level

• Fourth level

• Fifth level

Award in Occupational Psychology

Some examples…

• Contact Details

• Financial 

• Health

• CCTV 

• Files notes

• Criminal? 
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Data Privacy - Principles

1 lawful, fair and transparent

2 specific, explicit and legitimate purpose

3 adequate, relevant and limited to what is necessary

4 accurate & up to date

5 storage limitation

6 integrity and confidentiality
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Data Privacy - Legal Grounds

Lawfulness of 

processing

Consent

Legitimate 

interest

Public interest

Vital interests

Contractual 

necessity

Legal 

obligation
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Data Privacy - Data Subjects’ Rights

3

1 Right to 

information
Right to be 

forgotten

Right to rectify

2
Right of access

5

6

Right to 

restrict

Automated 

processing

7
Right to object 8

Data portability

4
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Information to be given to employee 

• The identity of the data controller (employer) and any DPO

• The purpose of the processing and the lawful basis you are relying on.

• If a legitimate interest is being relied upon you need to specify that 
interest.

• The source and category of the data (unless it has come from the 
employee themselves).

• Who will receive the personal data – does not need to be the names of 
people, for example the payroll department.

• The period the data will be stored for. 
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Information to be given to employee 

• You need to inform them of there data subject rights 

• You must tell the employee that they have the right to withdraw consent, 
if consent is being relied upon as a legal basis for processing. 

• You must also inform the employee of the right to complain to IDPC

• If the data is going to be transferred outside the EU, you must tell the 
employee the legal basis for this transfer and the safeguards in place. 

• You must also tell them about any automated decision making or 
profiling. 
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