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AML/CFT
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EU
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Anti- money laundering/combating the funding of terrorism
Business risk assessment

Customer acceptance policy

Customer due diligence

Customer risk assessment

European Banking Authority

Enhanced customer due diligence

European Supervisory Authority

European Union

Financial Action Task Force

FATF Recommendations

FSRB

FIAU

FIU

MFSA

MGA

MU FT
MLRO
MONEYVAL

PEP
PMLA

PMLFTR

RBA
SDD
SMB
STR
UN

The FATF Recommendations on Money Laundering and
Terrorist Financing adopted in 2012

FATF- Style Regional Body

Financial Intelligence Analysis Unit

Financial Intelligence Unit

Malta Financial Services Authority

Malta Gaming Authority

Money laundering and funding of terrorism
Money Laundering Reporting Officer

The Council of Europe Select Committee of Experts on
the Evaluation of anti- Money Laundering Measures and
the Financing of Terrorism

Politically exposed person

Prevention of Money Laundering Act (Cap.373,the Laws
of Malta)

Prevention of Money Laundering and Funding of Terrorism
Regulations (SL.373.01)

Risk- Based Approach

Simplified customer due diligence
Sanctions Monitoring Board
Suspicious transaction report
United Nations
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Generally, money laundering is described as the process by which the illegal nature
of criminal proceeds is concealed or disguised in order to give a legitimate
appearance to these illegal proceeds. This process is of crucial importance to
criminals since it enables the perpetratorsto make seemingly legitimate economic
use of their criminal proceeds. W hen a criminal activity generates substantial
income, the individual or group involved must find a way to control the funds
without attracting attention to the underlying activity or the persons involved.
Criminals do this by disguising the sources, changing the form, or moving the funds
to a place where they are less likely to attract attention.

lllegal arms sales, smuggling, activities of organised crime (such as drug trafficking
and prostitution rings), bribery, corruption, fraud and insider trading are typical
examples of criminal activities that could generate large profits. The source of
these proceeds would need to be disguised for the criminal to be able to enjoy
the ill- gotten gains made.

Traditionally, three stages were identified for the process of money laundering:
(a) the placement stage;

(b) the layering stage; and

(c) the integration stage.

Placement stage — the physical disposal of cash or other assets derived from criminal
activity. During this phase, the money launderer introduces the fillicit proceeds into
the financial system, usually by breaking up large amounts of cash into less
conspicuous, smaller sums and placing these funds into circulation through formal
financial institutions and other legitimate businesses, both domestic and international.
This is the point at which the proceeds of crime are most apparent and most easily
detected — thisis the most vulnerable stage in the laundering process.

Examples of placement transactions include:

(a) blending of funds: co- mingling of illegitimate funds with legitimate funds, such
as placing the cash from illegal narcotics sales into cash-intensive, locally
owned restaurants;

(b) purchasing foreign exchange with illegal funds;

(c) repayment of legitimate loans using cash derived from the commission of a
crime; and

(d) placing cash in small amounts and depositing it into numerous bank accounts
in an attempt to evade reporting thresholds.
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Once the money has been placed in the financial system, the launderer engages
in a series of conversions or movements of the funds to distance them from the
source — the layering stage. This second stage involves converting the proceeds
of the crime into another form and creating complex layers of financial
transactions to obfuscate the source and ownership of the funds.

Examples of layering transactions include:

(a) electronically moving funds from one country to another and dividing them
into advanced financial options and/or markets;

(b) moving funds from one financial institution to another or within accounts held
with the same institution; and

(c) placing money in stocks, bonds and life insurance products.

In the third stage — the integration stage — the launderer seeks to bestow
apparent legitimacy to illicit wealth through the re- entry of the funds into the
economy in what appears to be normal business or personal transactions. This
stage entails using laundered proceedsin seemingly normal transactions to create
the perception of legitimacy.

Examples of integration transactions include:

(a) purchasing luxury assets, like real estate, artwork, jewellery or high-end
automobiles; and

(b) investments that can be made in business enterprises through financial
arrangements or other ventures.

It should be noted that the three- stage model is rather simplistic and does not
reflect every type of money laundering operation.

1.1.1 The definition of money laundering in the PMLA

The definition of money laundering in the PMLA goes beyond generically
expounding the notion of money laundering on the basis of the three traditional
stages identified above. In fact, passive possession of criminal property is also
considered to amount to the offence of money laundering. The definition provides
an exhaustive list of acts that constitute money laundering under Maltese law,
which are the following:

“(i) the conversion or transfer of property knowing or suspecting that such
property is derived directly or indirectly from, or the proceeds of, criminal
activity or from an act or acts of participation in criminal activity, for the
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purpose of or purposes of concealing or disguising the origin of the property
or of assisting any person or persons involved or concerned in criminal
activity;

(ij) the concealment or disguise of the true nature, source, location, disposition,
movement, rights with respect of, in or over, or ownership of property,
knowing or suspecting that such property is derived directly or indirectly from
criminal activity or from an act or acts of participation in criminal activity;

(iij) the acquisition, possession or use of property knowing or suspecting that
the same was derived or originated directly or indirectly from criminal
activity or from an act or acts of participation in criminal activity;

(iv) retention without reasonable excuse of property knowing or suspecting that
the same was derived or originated directly or indirectly from criminal
activity or from an act or acts of participation in criminal activity;

(v) attempting any of the matters or activities defined in the above foregoing
sub- paragraphs (i), (ii), (iii) and (iv) within the meaning of article 41 of the
Criminal Code;

(vi) acting as an accomplice within the meaning of Article 42 of the Criminal
Code in respect of any of the matters or activities defined in the above

foregoing sub- paragraphs (i), (ii), (iii), (iv) and (v)”.

The definition of money laundering in the PMLA largely emanates from Article
1(3) of the 4" AML Directive and largely reflects the definition in the Council of
Europe Convention on Laundering, Search, Seizure and Confiscation of the
Proceeds from Crime and on the Financing of Terrorism (also known as the
Warsaw Convention or CETS 198), in the 1988 United Nations Convention
Against lllicit Traffic in Narcotic Drugs and Psychotropic Substances (the Vienna
Convention) and that in the 2000 United Nations Convention against
Transnational Organized Crime (the Palermo Convention).

The definition of money laundering under Maltese law, however, goes beyond
that under EU and international conventions, for instance:

(a) mere suspicion of criminal activity is sufficient (being, asit is termed, a so- called
‘suspicion- based regime’) and there is no need to have knowledge of the
criminal activity;

(b) criminalising money laundering, irrespective of the crime that generates the
proceeds —an ‘all crime regime’; and

(c) covering property that may even be indirectly derived from criminal activity.
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1.1.2 Money laundering in practice

A money launderer will seek to operate in and around the financial system in a
manner that best fits the execution of the scheme to launder funds. As soon as
many governments around the world enacted AML obligations for the banking
sector, a shift in laundering activity into the non-bank financial sector (such as
third- party payment processors, money services businesses, insurance companies,
securities broker-dealers) and to non-financial businesses and professions'
(casinos, dealers in high value items, real estate, vehicle sellers, and various gate-
keepers like notaries, accountants, auditors and lawyers, and trust and company
service providers) started to increase.

Money laundering is an ever- evolving activity; it must be continuously monitored
in all its various forms in order for measures against it to be timely and effective.
lNlicit property can move through numerous different commercial channels,
including products, such as transferable cheques, savings and brokerage accounts,
loans, wire transfers, or through intermediaries such as trustees and company
service providers, securities dealers, banks and money services businesses.

The Financial Action Task Force (FATF)and FATF- Style Regional Bodies (FSRBs)
publish periodic typology reports to “monitor changes and better understand
the underlying mechanisms of money laundering and terrorist financing”2
Their aim is to maintain the dynamism and timeliness of efforts at combating
ML/FT, precisely because of the ever-evolving nature of the crime of money
laundering and the methods used by launderers to disguise the illicit origin/s of
ill- gotten gains.

Money laundering is frequently carried out in an international context, and
therefore measures taken at national level or even at EU level would be futile if
they did not also take into account international co- ordination and co- operation.
Particular account should be taken of the FATF Recommendations, as well as
instruments of other international bodies active in the fight against ML/FT.

A number of initiatives have been created to deal with the problem at an
international level, such as the establishment of the Egmont Group of FIUs, which
is a worldwide group that promotes closer co-operation between FlUs and
facilitates information sharing through a secure internet system known as the
Egmont Secure W eb?3

—

Referred to as DNFBPs.

2. FATF ‘Report on Money Laundering Typologies 2002-2003’ of 14 February 2003 (page
1, paragraph 2).

3.  The FIAU became a member of the Egmont Group in 2003.
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The funding of terrorism is the process of making funds or other assets available
to support, even indirectly, terrorist activities. The process of funding terrorist
groups or individual terrorists is addressed in Article 328B and Article 328F of
the Criminal Code* The Criminal Code also contemplates other acts that are
considered to constitute funding of terrorism.

These include the use or possession of money or other property for the purposes
of terrorist activities (Article 328G) and the involvement in funding arrangements
to support terrorist activities (Article 328H and Article 3281). The criminal offence
of funding terrorism under the Criminal Code reflects the definition of funding
of terrorism under the 1999 United Nations International Convention for the
Suppression of the Financing of Terrorism.

The funding of terrorist activity, terrorist organisations or individual terrorists may
take place through funds derived from legitimate sources or from a combination
of lawful and unlawful sources. Indeed, funding from legal sources is a key
difference between terrorist organisations and traditional criminal organisations
involved in money laundering operations. W hile the former may thrive on funds
derived from legitimate sources, money laundering necessarily involves funds
derived from illegal sources.

Another difference is that, while the money launderer moves or conceals criminal
proceeds to obscure the link between the crime and the generated funds, and
avails himself of the profits of crime, the terrorist’s ultimate aim is not to generate
profit from the fund- raising mechanisms but to obtain resources to support
terrorist operations?®

Although it would seem logical that funding from legitimate sources would not
need to be laundered, there is often a need for terrorists to obscure or disguise
links between the organisation or the individual terrorist and their legitimate
funding sources. Therefore, terrorists must similarly find ways to process these
funds to be able to use them without drawing the authorities’ attention®

Financing is required not only to fund specific terrorist acts but, more generally,
to meet the operational costs of terrorist organisations, such as maintaining a
terrorist network or cell, recruitment and training, sustaining an ideology of

Cap. 9 of the Laws of Malta.

FATF, Guidance for Financial Institutions in Detecting Terrorist Financing, April 2002, pp 4-
5, paragraphs 12,13 and 16.

6. Ibid,p 5, paragraph 15.

o &
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terrorism through propaganda, and maintaining an infrastructure of organisational
support (even more so if thisis to sustain an international network).

Terrorist organisations will vary from one organisation to another ranging from
large, state- like organisations to small, decentralised and self- directed networks.
Likewise, the nature of terrorist financing will vary depending on the size and scale
of the organisation involved, if any, and the source from which funding is derived.
Terrorist activities may be financed by states, companies or charities, as well as
being self- financed by the terrorists themselves. Various methods of funding may
be used at the same time.

1.2.1 The Funding of Terrorism in practice

Cutting off financial support to terrorists and terrorist organisations is essential
to disrupting their operations and preventing attacks. Without funding, the
commission of terrorist acts becomes more difficult (albeit not impossible) to
perpetrate.

Terrorists continue to adapt their tactics and diversify their funding sources.
Charities, for instance, appear to be highly attractive to terrorists for various
reasons. Charities enjoy public trust, they often have access to considerable funds,
their activities are often cash- intensive, they may be subject to significantly lighter
regulatory requirements and, more specifically those with a global presence,
provide the right framework for international operations since they would have
branches in various parts of the world.

Charities have, for this reason, been noted to be highly vulnerable to misuse by
terrorists. They can be misused in various ways, such as by setting up sham
organisations posing as legitimate ones, or by raising funds for a specific charitable
cause through alegitimate organisation and subsequently diverting the generated
funds towards terrorist purposes.

The FATF states in its 2014 Risk of Terrorist Abuse in Non- Profit Organizations
(NPO) Report that:

“The importance of the NPO sector to the global community cannot be
overstated. It is a vibrant sector, providing innumerable services to millions of

people.”

However, this typologies project found that, more than a decade after the abuse
of NPOs by terrorists and terrorist organisations was formally recognised as a
concern, the terrorism threat to the sector remains, and the sector continues to
be misused and exploited by terrorist organisations through a variety of means.
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The best practices guidance was updated in 2015 to assist countries in
implementing FATF Recommendation 8 on NPOs in line with the risk- based
approach; and to assist NPOs to mitigate terrorist-financing threats and assist
financial institutions to properly implement the risk- based approach when
providing financial services to NPOs.

The FATF's 2015 Emerging Terrorist Financing Risksreport details other funding
methods, such as:

(a) self-funding FTFs (Foreign Terrorist Fighters). The advent of social media,
smartphone applications and internet sharing sites, now provide terrorist
organisations with global reach at little to no cost;

(b) raising funds through social media;
(c) new payment products and services; and

(d) exploitation of natural resources.

The Financial Action Task Force

Formed in 1989, the FATF is an inter- governmental body whose aim is to set
standards and foster international action against ML/FT. Over the years,the FATF
has developed a series of Recommendations that are recognised as the
international standard for combating ML/FT, and more recently the proliferation
of weapons of mass destruction. These Recommendations were first issued in
1990 and have been revised on a number of occasions, most recently in February
2012. This latter version has been updated regularly since.

MONEYVAL

MONVEYVAL is a body of the Council of Europe tasked with evaluating
compliance with the FATF Recommendations that makes recommendations to
member countries and their respective authorities in relation to improvements
to their AML/CFT regimes. MONEVYAL evaluations are carried out regularly
through a system of peer reviews. MONEVYAL fulfilsthe role of an FSRB for the
European region. Malta is a founding member of MONEYVAL.
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The European Union

The EU has over the years taken a number of legislative initiatives to combat
ML/FT. The EU issued the first anti- money laundering directive in 1991 and has
since issued a number of revised versions, with the most recent one being the
4t AML Directive, published in May 2015, which Malta has transposed into its
national law. W hile the EU’s anti- money laundering directive is largely based on
the FATF Recommendations, it often goes beyond and imposes tighter controls
on a number of aspects, such as on the transparency of legal persons and
arrangements, and the accessibility to their beneficial ownership information.

Directive (EU) 2018/843, frequently referred to as the 5™ Anti-Money
Laundering Directive, has introduced a number of amendments to the 4" AML
Directive that are in the process of being transposed into Maltese law.

Besides enacting legislation to fight ML/FT, the EU has taken numerous initiatives
to foster EU- wide co- operation in this area. An Expert Group on Money Laundering
and Terrorist Financing has been set up to serve as aplatform for Member Statesto
co- ordinate actions, exchange views and best practices, and provide expertise to the
EU Commission in preparing legislative and implementing measures.

Similarly,the EU Financial Intelligence Units Platform, an informal group set up by
the EU Commission in 2006, brings together EU FIUs to enhance co- operation
through a number of initiatives.

The Joint Committee of the European Supervisory Authorities (ESAs), ie., the
European Banking Authority (EBA), the European Insurance and Occupational
Pensions Authority (EIOPA)and the European Securities and Markets Authority
(ESMA), is another important EU-wide initiative aimed at strengthening co-
operation between the ESAs. This Joint Committee has established a
sub- committee dedicated to AML/CFT, which is tasked under the 4" AML
Directive with the issuance of technical guidance to assist authorities and subject
persons in the implementation of the 4" AML Directive.

Malta actively participates in all these EU bodies and platforms through the
respective authorities.

Egmont Group of Financial Intelligence Units

Recognising the benefitsinherent in the development of an FIU network,in 1995
a group of FIUs decided to establish an informal group to stimulate international
co- operation, which has now grown into a worldwide group bringing together
158 FIUs. Through the Egmont Group, member FIUs meet regularly to find ways
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to co-operate, especially in the areas of information exchange, training and the
sharing of expertise.

The Egmont Group facilitates the exchange of intelligence and financial
information between FlUs through a secure internet system, known as the
Egmont Secure W eb, and has issued a number of statements and papers to assist
FIUs to engage in international co- operation.

Malta became a member of the Egmont Group in 2003.

The first legislative initiative to introduce an anti- money laundering regime in
Malta dates back to February 1994, when Article 22 (1C) of the Dangerous
Drugs Ordinance was amended to introduce the offence of money laundering in
relation to the proceeds of certain drug- related offences.” Eventually, the PMLA
was enacted in September of the same year, together with the original
regulationsissued thereunder, which introduced a comprehensive regime for the
criminalisation of money laundering in relation to predicate offences that are not
merely drug related, as well as the prevention, investigation and prosecution of
money laundering.

Concurrently with the enactment of the PMLA, an amendment to Article 120A
of the Medical and Kindred Professions Ordinance® was made to introduce the
offence of money laundering in relation to proceeds of offencesrelated to other
illegal substances beyond the scope of those provided for under the Dangerous
Drugs Ordinance.

After its enactment,the PMLA was amended to extend the remit of the FIAU to
the area of funding of terrorism,which was criminalised through amendmentsto
the Criminal Code. The regulations were consequently repealed and replaced by
the PMLFTR, which cover the emerging threat of funding of terrorism aswell as
other developments in the field of AML/CFT.

The PMLA and the PMLFTR contain provisions that were introduced in pursuance
of Malta's ongoing commitment to comply with international standards in the
AML/CFT field, as well as to honour its obligations as an EU member state.

7. Cap.101 of the Laws of Malta.
8. Cap.31 of the Laws of Malta.

FINANCIAL INTELLIGENCE ANALYSIS UNIT



CONTINUED

1.4.1 The Prevention of Money Laundering Act

The PMLA was enacted on 23 September 1994 and was subject to a number
of amendmentsthereafter. The more important legislative developmentsinclude
the legal provisions establishing the FIAU through the amendment of Act XXXI
of 2001, the extension of the provisions of the PMLA to include the offence of
funding of terrorism by means of the amending Act VI of 2005, and the
implementation of the provisions of the Council of Europe Convention No. 198
on Laundering, Search, Seizure and Confiscation of the Proceeds from Crime and
on the Financing of Terrorism through the enactment of Act XXXl of 2007.

Extensive amendmentsto the PMLA were also introducedin 2015 and 2017 by
virtue of Act Ill of 2015 and Act XXVIIl of 2017, respectively. Act lll of 2015
addressed a number of shortcomingsthat were identified in MONEYVAL’s fourth
round Mutual Evaluation Report of Malta, adopted in March 2012, and Act XXVIII
of 2017 amended and introduced a number of provisions mainly intended to
transpose into Maltese legislation the 4" AML Directive. These amendments also
introduced a number of other provisions to strengthen the AML/CFT regime
under Maltese law.

The first part of the PMLA provides a definition of money laundering (refer to
Section 1.1)and criminalises the act of money laundering.® The maximum penalty
for the offence of money laundering is a fine amounting to two million and five
hundred thousand euro (€2,500,000.00) or to imprisonment for a period not
exceeding eighteen (18) years, or to both the fine and imprisonment.

The PMLA provides that the offence of money laundering may be committed by
a natural person as well as a body of persons, whether corporate or
unincorporated.'”® The PMLA also provides a definition of criminal activity'" and
property.'? Originally, the PMLA only applied to a limited list of predicate
offences.’®* However, since 31 May 2005, with the coming into effect of Legal
Notice 176 of 2005, Malta has shifted from having a restricted list of predicate
offences to an ‘all crimes’ regime, meaning that ‘any criminal offence’, whenever
or wherever it is carried out, may constitute the basis for the offence of money
laundering.!#

9. Article 3(1)of the PMLA.
10. Article 3(2) of the PMLA.
11. Article 2(1) of the PMLA.
12. Article 2(1)of the PMLA.
13. The predicate offence is the underlying criminal activity from which the illegal funds originate.
14. Article 2(1)of the PMLA.
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The PMLA lays down the proceduresfor the prosecution of money laundering'®
as well asthe measures for the confiscation of property on a conviction for money
laundering,'® measures for the freezing of assets when a person is charged with
money laundering'” and measures for the issuance of an investigation and/or
attachment order when a person is suspected of having committed money
laundering.'®

Additionally, by virtue of article 435AA of the Criminal Code, which is applicable
to the PMLA, the Criminal Court may order a bank to monitor the banking
operations being carried out through one or more accounts of a person suspected
of having committed money laundering for a specified period. Provisions are also
provided for international mutual assistance in the implementation of measures
relating to confiscation, freezing and other court ordersrelated to the investigation
of money laundering.

The second part of the PMLA establishes the FIAU, a Government agency
purposely set up to perform the functions set out in Article 16 of the PMLA.The
functions and remit of the FIAU are dealt with in more detail in Section 1 6.

1.4.2 The Prevention of Money Laundering and Funding of
Terrorism Regulations

The PMLFTR, which were issued by virtue of Legal Notice 372 of 2017 and
came into force on 1 January 2018, repealed and replaced the 2008
Regulations,’® which had in turn repealed the previous 2003 Regulations. The
various versions of the Regulations since 1994 reflect the corresponding
international developments and legislative developments within the EU. In fact,
the PMLFTR transpose the 4" AML Directive, which is in turn modelled on the
FATF Recommendations.

The PMLFTR set out the obligations and procedures that subject persons are
required to fulfil and to implement, and without which an AML/CFT regime
cannot be effective. These procedures mainly consist of the following:

(a) procedureson internal control, risk assessment, risk management, compliance
management and communications;

15. Article 3(2A),(3),@),(6)and (7) of the PMLA.
16. Article 3(5) of the PMLA.

17. Article 5 of the PMLA.

18. Article 4 of the PMLA.

19. Legal Notice 180 of 2008.
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(b) customer due diligence;
(c) record keeping;

(d) reporting; and

(e) training and awareness.

The added focus on a Risk- Based Approach (RBA) is considered to be the main
development of the PMLFTRintroduced in 2017 2° This obliges a subject person
to take appropriate steps (in proportion to the nature and size of its business) to
identify and assess the risks of ML/FT, taking into account risk factors, including
those relating to their customers, countries or geographic areas, products,
services, transactions or delivery channels, and to take ensuing mitigating
measures commensurate to the risks identified.

W hereas under the old regime the concept of an RBA was optional, under the
new Regulations more emphasis is placed on the risk- based application of
AML/CFT requirements. For further information on the application of the RBA,
subject persons should refer to Chapter 3.

The National Co-ordinating Committee on Combating Money Laundering and
Funding of Terrorism (NCC) is the body responsible for defining, overseeing and
co- ordinating the implementation of the national AML/CFT strategy. In fulfilling
this function the NCC is responsible for co- ordinating AML/CFT risk assessments
(including National Risk Assessments) and monitoring the evolution of ML/ TF
threats and vulnerabilities in Malta, while keeping stakeholders informed of the
outcomes of such risk assessments, threats and vulnerabilities.

The NCC was established on 13 April 2018 by virtue of the National
Coordinating Committee on Money Laundering and Funding of Terrorism
Regulations?! It is chaired by the Permanent Secretary of the Ministry for Finance
and is composed of policy makers (representatives from the Ministries for Finance,
Home Affairs and Justice), Supervisors (FIAU, MFSA, MGA), the Malta Police, the
Office of the Attorney General and various other competent authoritiesinvolved

20. Legal Notice 372 of 2017.
21. SL.37302.
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in combating money laundering, funding of terrorism and the financing of
proliferation of weapons of mass destruction.

The NCC is supported by a permanent secretariat.

The FIAU is a mandatorily required national government agency, having a distinct
legal personality, that handles financial intelligence?2 The FIAU was set up in 2001
by virtue of Act XXXl of 2001, through the inclusion in the PMLA of a number
of provisionsthat set up the FIAU and define its powers and functions. The FIAU
receives reports of suspicious transactions (STRs) from subject persons,
supervisory and other competent authorities, as well as other persons or entities,
analyses them and disseminates the resulting intelligence to the Malta Police,
other competent authorities and foreign FIUs to combat ML/FT.

The Maltese legislator adopted the administrative model, meaning that the FIAU is
constituted as an independent administrative authority distinct from law enforcement
and judicial authorities. Thus, the FIAU has no investigatory or prosecutorial powers,
which powers are vested in the Police and the Attorney General, respectively. This
type of arrangement serves as a ‘buffer’ between subject persons (composed of
entities and persons carrying out financial and non- financial business or professional
activities) and law enforcement and prosecutorial authorities.

The functions and responsibilities of the FIAU are primarily set out in Article 16
of the PMLA, with some other powers and functions conferred to the FIAU by
virtue of other provisions found in the PMLA and other legislative instruments.
Being the entity responsible for the collection, collation, processing, analysis and
dissemination of information with a view to combat ML/FT, the core function of
the FIAU is the receipt and analysis of reports made by subject persons on
transactions and activities suspected to involve ML/FT or proceeds of crime
(referred to as STRs), and the dissemination of financial intelligence to law
enforcement authorities and other competent authorities??

Another main function of the FIAU, discussed in more detail in Section 1.6.1
below, isits responsibility to supervise, monitor and ensure compliance by subject
persons with their obligations under the PMLA and PMLFTR.

22. The setting up of an FIU is a mandatory requirement emanating from various international
commitments, such as the FATF Recommendations and the 4th AML Directive.
23. Regulation 16(1) of the PMLA.
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The FIAU is given additional and extensive powers for co-operating and
exchanging information with counterpart FIUs and foreign supervisory authorities,
and has wide-ranging powers to demand information both to carry out its
functions and also to assist foreign FIUs and supervisory authorities. In fact, in
carrying out its functions according to the PMLA, the FIAU may demand
information deemed to be relevant and useful from subject persons, the Police,
any government ministry, department, agency or other public authority, any
supervisory authority, and any other natural or legal person who, in the opinion
of the FIAU, may hold this information to enable it to pursue its functions.

The FIAU also has the power to impose administrative sanctions, consisting in
administrative penalties, reprimands in writing and corrective action plans or
remediation directives, when it has concerns with a subject person’s application
of their AML/CFT obligations, when it identifies failures to comply with lawful
requirements, orders or directives issued by the FIAU, and for contraventions of
provisions of the PMLFTR or procedures or guidance issued thereunder.

The FIAU may also issue written directives requiring subject personsto carry out
or refrain from carrying out any act and may, in certain specified circumstances,
require the termination of business relationships or the closure of corporate
branches. The FIAU is also empowered to delay the execution of transactions
that are deemed to be suspicious.

The FIAU is composed of two main organs: the Board of Governors and the
Director, together with the FIAU’s permanent staff. The members of the Board
are appointed by the Minister responsible for Finance from four panels, each
consisting of at least three persons, nominated respectively by the Attorney
General, the Governor of the Central Bank of Malta, the Chairman of the Malta
Financial Services Authority and the Commissioner of Police.

All Board members discharge their duties in their personal capacity and are not
subject to the direction of any person or authority. The main responsibility of the
Board is to lay down the policy to be followed by the FIAU, which is then to be
executed and pursued by the Director. The Board of Governors remains
responsible to ensure that the Director carries out that policy accordingly.
Additionally, the Board is responsible for advising the Minister responsible for
Finance on all matters and issues relevant to the prevention, detection,
investigation, prosecution and punishment of ML/FT offences.

In 2016, the EU initiated a number of measures to strengthen the role of FIUs
and their ability to share information across Europe as part of its comprehensive
action plan in the fight against terrorism. The European Commission presented
an Action Plan to strengthen the fight against FT, which included revisionsto the
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4t AML Directive aimed at enhancing the powers of FIUs to exchange
information and to co- operate.

The EU Commission will also be tasked with assessing whether additional
legislative or other initiatives are required to promote further co- operation
between FlUs, and with enhancing their roles and powers. This follows a detailed
mapping exercise that was carried out by EU FlUs to analyse the obstacles that
FIUs faced in carrying out their functions, and co- operating and exchanging
information with each other.

1.6.1 The FIAU’s compliance monitoring function

The FIAU is responsible for monitoring compliance by subject persons with the
obligations set out under the PMLA and PMLFTR. The FIAU adopts a risk- based
approach when carrying out its supervisory function. For this purpose, the FIAU
conducts risk assessments to understand the risk posed by the various sectors,
businesses and professions, and the various entities and individuals operating
within these sectors.

A risk- based approach (RBA) ensures that the FIAU can focus its resources where
it matters the most to enhance the effectiveness of its role2* In the fulfilment of
this responsibility, the FIAU conducts both off- site and onsite monitoring, as will
be explained in further detail below. Subject persons may be required to compile
Risk Evaluation Questionnaires containing information and data on their activities
or businessto assist the FIAU in carrying out proper risk assessments (for further
details on the Risk Evaluation Questionnaires, refer to Section 5.12).

The FIAU may also from time to time request the submission of other periodical
reports, apart from the Risk Evaluation Questionnaire, in accordance with the
authority granted to it under Regulation 19 of the PMLFTR.

Compliance monitoring is carried out by the FIAU through either off- site or on-
site reviews, or through a combination of both. Onsite reviews entail visits to the
premises of the subject person to determine the extent to which the provisions
of their AML/CFT obligations are being implemented in practice. These visits
typically involve meetings and interviews with key officials of the subject person,
such as the MLRO and other officials or employees, as well as reviews of a
number of customer files and records, the subject person’s policies and
procedures, and any automated systems that the subject person may be using.

24. Regulation 4(1) of the PMLFTR.
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It is normal practice for subject persons to be informed beforehand of an
impending onsite examination and to be requested to provide information and
documentation to enable the carrying out of the assessment, such as client lists
and policy and procedures documents. However, the FIAU may also opt to carry
out surprise visits without prior notice.

Off- site reviews, on the other hand, do not involve visits to the subject person’s
premises but are carried out through a so- called ‘desk review’ of information
received or requested by the FIAU from the subject person. Such information and
documentation may, for example,include AML/CFT proceduresor policy documents,
risk assessment documentation and ongoing monitoring methodologies, and will
depend on the scope and purpose of that particular review.

The extent of both onsite and off- site reviews may vary depending on a number
of factors. Reviews may be carried out to assess the general implementation of
AML/CFT obligations, to focus on particular and specific obligations (such as the
implementation of ongoing transaction monitoring),or to analyse particular services
or products, be it across a sector/s or in relation to one particular subject person.

The extent may also vary depending on the risk of ML/FT posed by the subject
person being reviewed, with the riskier ones to expect more comprehensive and
thorough examinations as opposed to brief supervisory meetings that might be
carried out on subject personsthat are deemed to be exposedto alow risk of ML/FT.

It isimportant to note that the PMLA enables the FIAU to request a supervisory
authority, having supervisory powers over certain categories of subject persons
(such as the MFSA and the MGA) to carry out onsite or off-site AML/CFT
examinations on behalf of or jointly with the FIAU 2° In all cases where onsite and
off- site examinations are conducted by the MFSA or the MGA, the findings of
the examination are reported to the FIAU and the FIAU determines whether any
subsequent administrative action is necessary. Moreover, the FIAU may deem it
expedient to engage experts to assist it in carrying out its functions, including
compliance monitoring2®

Co- operation with other supervisory authorities, both domestic and foreign, is
an important aspect of the FIAU’s supervisory function. The FIAU is empowered
to co-operate with supervisory and regulatory authorities generally to ensure
that the financial sector or any other sector is not misused for criminal purposes
and thus safeguard its integrity.

25. Article 27(3) of the PMLA.
26. Article 26A of the PMLA.
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This would, for example, involve:
» the sharing of information with authorities empowered to issue licenses;

» authorisations to assist these authorities in their due diligence and fit and
properness tests carried out prior to granting licenses or authorisations;

» the carrying out of joint supervisory actions with foreign counterparts on
obliged entities that have branches, majority owned subsidiaries or other
physical establishmentsin Malta; or

* subject persons that have branches, majority owned subsidiaries or other
physical establishments in foreign jurisdictions.

The FIAU in its supervisory role is also expected to co-operate and exchange
information with the respective ESA acting in terms of EU directives and
regulations?’

27. Regulation 2(5) of the PMLFTR.
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The misuse of the financial system to channel illicit gains, or even lawful gains destined
for unlawful purposes (namely terrorism), poses a clear risk to the integrity, proper
functioning, reputation and stability of the financial system. These criminal acts know
no boundaries and jurisdictions having weak, ineffective or inadequate AML/CFT
legislative and regulatory frameworks are most vulnerable. Thus, the upholding of
legal and professional standards is critical to the integrity of financial markets.

The techniques used by money launderers constantly evolve to match the source
and amount of funds to be laundered, and the legislative/regulatory/law
enforcement environment of the market in which the money launderer operates.
Therefore, persons undertaking certain activities, defined as subject persons, need
to adopt measures to ensure that money gained through unlawful means is not
channelled and laundered through the system and/or that such money, or even
money from totally legitimate sources, is not used to finance terrorism.

Subject persons should ensure that their AML/CFT policies, controls, processes
and procedures are appropriately designed and implemented, and are effectively
operated to reduce the risk of them being used in connection with money
laundering or terrorist financing activities.

Since firms, businesses and professionals can be used for ML/FT purposes, they
face reputational, legal and regulatory risks. On any level, an operator should have
an inherent interest — if not also an altruistic one, in the interests of society and
the jurisdiction’sreputation asawhole — to ensure that it is not used as a vehicle
to launder funds or to fund terrorist organisations.

Many service providersinvest large amounts of time and money to develop their
business, and their reputation invariably takes years to build. However, all this can
be lost in an unbelievably short time if the organisation gets embroiled in an
ML/FT scandal. The same can be said about a country’s reputation, which would
be irreparably harmed by the negative publicity ML/FT cases attract, and which
would, in turn, have serious repercussionson the country’seconomic well- being
and the ability to attract the right type of business and investment.

By appropriately implementing effective AML/CFT policies and measures, and
being able to detect and flag suspicious transactions, subject persons would be
assisting the authorities to defend the financial system, and the entity, business
or profession concerned, from criminal activity. They are essentially enabling the
relevant authorities to perform their functions at law in an effective manner, since
ultimately it is subject persons who are the first points of contact for criminals.

For this reason, subject persons and their relevant employees and officials who deal
with customers should be aware and appropriately trained on how to recognise
and deal with transactions and other activities that may be related to ML/FT.
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The PMLFTR define subject persons as those persons, legal or natural, carrying
out “relevant activity” or “relevant financial business’. These persons are
considered subject persons exclusively when carrying out those activities listed
under the definitions of “relevant activity” and “relevant financial business”.

‘Relevant activity’ is defined in the PMLFTR as:

“..the activity of the following legal or natural persons when acting in the exercise of
their professional activities:

(a) auditors external accountants and tax advisors including when acting as provided for
in paragraph (c) and any other person that undertakesto provide, directly, or through
other personsto whom he isrelated, material aid, assstance or advice on tax matters

(b) real estate agent s including when acting as intermediariesin relation to the letting
of immovable property where the monthly rent amounts to ten thousand euro
(€10,000) or more;

(c) notaries and other independent legal professonals when they participate, whether by
acting on behalf of and for their dlient in any financial or real edate transaction or by
assging in the planning or carrying out of transactionsfor their dlients concerning the:

(i) buying and selling of real property or business entities;

(ii) managing of client money, securities or other assets unless the activity is
undertaken under a licence issued under the provisons of the Investment
Services Act;

(iii) opening or management of bank, savings or Securities accounts

(iv) organisation of contributions necessary for the creation, operation or
management of companies;

(v) creation, operation or management of companies, trusts foundations or
Smilar sructures, or when acting as a trust or company Service provider;

(d) trust and company service providers;

(e) nominee companies holding a warrant under the Malta Financial Services Authority
Act and acting in relation to dissolved companies regisered under the said Act;

(F) casino licensees;
(9) gaming licensees;

(h) any natural or legal person trading in goods but only where a transaction involves
payment in cash in an amount equal to ten thousand euro (€10,000) or more
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whether the transaction is carried out in a single operation or in several operations
which appear to be linked;

(i) any natural or legal person trading in works of art or acting as intermediary in
the sale of works of art, including when this is carried out by art galleries
auctioneers and freeports where the value of the transaction or a series of linked
transactions amounts to ten thousand euro (€10,000) or more; and

(j) free ports when storing works of art the value of which amountsto ten thousand
(€10,000) or more, or when trading in works of art or acting as intermediaries
in the sale of works of art as envisaged under paragraph (j).”2®

‘Relevant financial business’ is defined in the PMLFTR as:

“(a) any business of banking carried on by a person or ingitution who is for the time
being licensed, or required to be licensed, under the provisons of the Banking Act;

(b) any activity of a financial ingtitution carried on by a person or ingitution who is
for the time being licensed, or required to be licensed, under the provisons of the
Financial Institutions Act;

(c) any long-term insurance business other than business of reinsurance carried on
by a person or ingtitution who is for the time being authorised, or required to be
authorised, under the provisons of the Insurance Business Act;

(d) any insurance intermediary activities carried out by an insurance intermediary or
by a tied insurance intermediary related to long-term insurance business which
person or ingitution is enrolled or required to be enrolled under the provisons of
the Insurance Intermediaries Act, other than a natural person who isregistered or
enrolled and acts on behalf of a tied insurance intermediary or a person or
indtitution enrolled as a tied insurance intermediary that does not collect premiums,
or other amounts intended for the policyholder or the beneficiary;

(e) any long term insurance business other than business of reinsurance carried on by
a person in accordance with the Insurance Bushness (Captive Insurance
Undertakings and Captive Reinsurance Undertakings) Regulations, by a cell
company in accordance with the provisons of the Companies Act (Cell Companies
Carrying on Business of Insurance) Regulations or by an incorporated cell company
and an incorporated cell in accordance with the provisons of the Companies Act
(Incorporated Cell Companies Carrying on Business of Insurance) Regulations

(F) investment services carried on by a person or ingtitution licensed or required to be
licensed under the provisions of the Investment Services Act;

28. Regulation 2(1) of the PMLFTR.
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(9) administration servicesto collective investment schemes carried on by a person or
ingtitution recognised or required to be recognised under the provisons of the
Investment Services Act other than administration services provided by recognised
incorporated cell companies in accordance with the Companies Act (Recognised
Incorporated Cell Companies) Regulations

(h) a collective investment scheme marketing its units or shares, licensed, recognised
or notified, or required to be licensed, recognised or notified, under the provisons
of the Investment Services Act;?°

(i) any activity other than that of a retirement scheme or a retirement fund, carried
on in relation to a retirement scheme, by a person or inditution licensed or required
to be licensed under the provisons of the Retirement Pensons Act and for the
purpose of this paragraph, “retirement scheme” and “retirement fund” shall have
the same meaning as is assigned to them in the Retirement Penson Act;

(j) any activity of a regulated market and that of a central securities depostory authorised
or required to be authorised under the provisons of the Ainancial Market s Act;

(k) safe custody services provided by any person or inditution not covered under
paragraph (a) or (f);

(I) any activity of a VFA agent carried out by a person or institution registered or
required to be registered under the provisions of the Virtual Financial Assets Act;

(m)VFA services carried out by a person or institution licensed or required to be
licensed under the provisions of the Virtual Financial Assets Act;

(n) the issue of virtual financial assets for offer to the public in or from Maltain
terms of the Virtual Financial Assets Act; and

(o) any activity under paragraphs (a) to (k) carried out by branches established in Malta
and whose head offices are stuated out sde Malta®°

Over the years, the categories of subject persons have continued to broaden as
the sophistication of the money launderer or terrorist financier has continued to
evolve and as their patterns or trends have shifted from the more mainstream
financial services to the less mainstream or non- financial products or services.

29. “Marketing its units or shares’ means the direct or indirect offering or placement at the
initiative of the collective investment scheme (‘the scheme”) or on behalf of the scheme,
of units or sharesin it, to or with investors. Thus, all schemes the units or sharesin which
are offered to or placed with investors, whether directly or indirectly, by the scheme itself
or by other third parties on behalf of the scheme, are considered to be subject persons.

30. Regulation 2(1) of the PMLFTR.
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Gaming licensees have been added as anew category of subject persons (deemed
to be carrying on a relevant activity) and even the threshold for natural or legal
persons trading in goods where a transaction involves a payment in cash, has
been decreased from€15,000 to €10,000 to catch abroader number of traders.

New additions have also been made to persons carrying out ‘relevant financial
business’, which now also covers activities of Virtual Financial Assets (VFA)
operators in terms of the Virtual Financial Assets Act 2" and the activities of safe
custody services, even when provided by any person or institution other than those
licensed or authorised under the Banking Act or the Investment Services Act.

The purpose of the Implementing Procedures is to assist subject persons to
understand and fulfil their obligations under the PMLFTR, thus ensuring an
effective implementation of the provisions of the PMLFTR.W hen applying certain
AML/CFT measures, a degree of proportionality and flexibility is envisaged.

Therefore, subject persons have a degree of discretion in how they comply with
AML/CFT measures, and on the procedures that they put in place for this purpose,
which should be proportionate to the size, type and complexity of their business
activities. The manner and extent to which this flexibility is to be exercised is
explained in detail in different parts of these Implementing Procedures.

In essence, the Implementing Procedures are being issued to achieve the
following objectives:

(a) to outline the requirements set out in the PMLFTR and other obligations
emanating from the PMLA;

(b) to interpret the requirements of the above- mentioned laws and regulations
and provide measures on how these should be effectively implemented in
practice, promoting the use of a proportionate risk- based approach;

(c) to provide industry-specific good practice guidance and direction on
AML/CFT procedures; and

(d) to assist subject persons in designing and implementing systems and controls
for the prevention and detection of ML/FT.

W hen considering the purpose of AML/CFT measures, it is helpful to go back
to basics and understand the utility and purpose of these measures. Broken down

31. Cap.590 Laws of Malta.
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to their very basic elements, AML/CFT measures are intended to ensure the
following:

(a) identification and verification of a customer and ultimate beneficial owner. This
ensures that subject persons know who their customer is and, where
appropriate,who the ultimate beneficial owner is and are sure that the person
being dealt with is, in fact, who he/she purports to be. This, in turn, enables
subject persons to let the FIAU know (where they are obliged to do so by
law ) who the person involved in any suspicious activity is;

(b) record keeping. This ensures that the details of a customer relationship or
individual transaction are preserved for eventual assessment by the FIAU and
other law enforcement and relevant authorities, which in turn ensures that
any suspicious transaction can be properly examined by the competent
authorities, investigated and acted upon;

(c) suspicioustransaction reporting. This ensuresthat any suspicious transaction
is brought to the FIAU’s attention, as required by law, to enable it to take the
appropriate action. This is considered to be the most important AML/CFT
obligation of all and it could be safely stated that other AML/CFT obligations
are the means to detect and flag suspicious transactions; and

(d) awareness and training. This ensures that a subject person’s staff remain up
to date on current legal obligations, money laundering and terrorist financing
methods and trends, as well as on their own organisation’s policies and
procedures, among other things.

Of course, other obligations also exist in terms of the applicable law and these
Implementing Procedures, all of which have a useful function to fulfil. Still, the
above main obligations help market operators to appreciate the important role
that subject persons have in the fight against ML/FT. They also emphasise the
fact that, ultimately, both the FIAU and subject persons are on the same side of
the fence when it comes to the fight against ML/FT.

The primary consideration in applying AML/CFT measures should be the extent
of the ML/FT risks to which subject persons may be prone or exposed. As a
general rule, subject persons are required to assess, understand and manage their
ML/FT risks in the most appropriate and proportionate manner.

Subject Persons must address their management of risk in a thoughtful, considered
manner, and establish and maintain systems and proceduresthat are appropriate and
proportionate to the risks identified to achieve the intended purpose of the PMLFTR
and these Implementing Procedures. The Implementing Procedures also seek to
assist subject persons to achieve this objective within the parameters of the law.
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These Implementing Procedures are being issued in terms of Regulation 17 of
the PMLFTR, which empowers the FIAU to issue these procedures and guidance
to bring into effect the provisions of the PMLFTR. In accordance with this
regulation, these Implementing Procedures are legally binding on all subject
persons and are not merely consultative.

The Implementing Procedures set out what is expected of subject persons and
their staff in relation to the prevention of ML/FT by providing an interpretation on
how the PMLFTRisto be effectively implemented in practice and by indicating what
the FIAU expectsfrom subject persons when implementing their obligations at law .
In view of this, subject persons should be aware that failure to comply with these
procedures may render them liable to the imposition of administrative sanctions.

The Implementing Procedures are divided into two parts.Part | is applicable to all
sectors falling within the definition of ‘relevant activity’ and ‘relevant financial
business’. Part Il, on the other hand, constitutes the more specific sectoral
guidance, and must necessarily be read by each specific sector in conjunction with
Part | of the Implementing Procedures.

By adopting this method, it is possible for particular sectors to have implementing
proceduresthat are tailor- made to the realities of their industry and to take into
account any specific matters that it may not be possible to address comfortably
or properly by rules that are of a more general application.

From time to time, the Implementing Procedures may be amended to ensure that
they remain harmonised with amendments to legislation and other material
developments originating from changes in international standards, especially those
emanating from the FATF and EU AML Directives and Regulations. Subject
persons should therefore ensure that they adhere and refer to the most recent
version of the Implementing Procedures.

A reading of the Implementing Procedures should, of course, not be a substitute for
areading of the PMLFTR and the PMLA themselves, besides the relevant provisions
of the Criminal Code*? dedling with terrorist financing and related offences. Moreover,
this document should not be used as an internal procedures manual or as an
exhaustive checklist of stepsto be taken when complying with AML/CFT obligations.

The Implementing Procedures are binding on subject persons from the date on
which they are issued.

32. Cap.9 of the Laws of Malta.
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The PMLFTR oblige subject persons to adopt and implement a series of
measures, policies, controls and procedures to prevent the financial system or
other systems from being misused for ML/FT. However, the PMLFTR also
recognise that the risk of ML/FT may vary from one sector to another, from one
subject person to another as well as from one business relationship, or occasional
transaction, to the other.

Therefore, to ensure that the AML/CFT measures, policies, controls and
procedures adopted are truly effective, the PMLFTR require subject persons to
implement the same on a risk- sensitive basis through the adoption of a risk-
based approach. This means that subject persons must identify and assess the
ML/FT risks they are exposed to, and vary and adapt these measures, policies,
controls and proceduresin away that ensures that resources are applied where
most needed, ie., where the subject person determines that it is exposed to a
higher than normal risk of ML/FT.

The effectiveness of the risk-based approach depends on the proper
understanding of the ML/FT risk to which a subject person is exposed. Risk is
here understood as being inherent risk, ie., the risk one is exposed to prior to
adopting and applying any measures, policies, controls and procedures to mitigate
the same.

To assess risk, it is therefore first necessary to identify and understand how risk
can manifest itself, keeping in mind one’s:

(a) vulnerabilities, ie., the weaknessesthat may be exploited for ML/FT purposes;
and

(b) threats, ie. the external elements that seek to exploit a subject person’s
vulnerabilities.

Regard must therefore be had to risk factors, ie., those variables that either on
their own or in combination with each other may increase or decrease the ML/FT
risk posed to a subject person.

Identification of ML/FT risk has to be followed by an assessment of the same by
considering the likelihood of risk manifesting itself and the impact any such
manifestation would have on the subject person.

Impact consists in the nature and seriousness of the resultant damage if athreat
manages to exploit one or more wulnerabilities, and it can take a number of forms,

FINANCIAL INTELLIGENCE ANALYSIS UNIT



CONTINUED

including reputational risk, business risk, regulatory risk, legal risk, financial loss and
others. Likelihood and impact will lead to the determination of the level of
inherent risk a subject person is exposed to.

Determining the likelihood and impact of risk will highlight the areas where a
subject person’s mitigating measures, ie. its AML/CFT measures, policies, controls
and procedures, need to be the strongest to mitigate the level of inherent risk
identified. To evaluate the effectiveness of one’s AML/CFT measures, policies,
controls and procedures,one hasto look at what level of risk is left after applying
these measures, policies, controls and proceduresto the level of inherent risk one
has identified. Any risk left is termed the residual risk.

Thus:
Level of Inherent Risk — Mitigating Measures = Level of Residual Risk

It is acknowledged that independently of the measures, policies, controls and
procedures adopted, there will remain a degree of ML/FT risk that cannot be
addressed, avoided or controlled.

At this stage, a subject person hasto consider whether the residual risk falls within
its risk appetite, i.e., whether the subject person is prepared to accept that level
of residual risk in the pursuit of its business objectives. Risk appetite is set through
aconsideration on the part of the subject person: Does the subject person deem
it worthwhile to carry out activities in an environment where the likelihood of
risk materialising and the resulting impact are high, or is it preferable to avoid as
much as possible the likelihood of risk materialising and affecting the subject
person’s activities?

W here the residual risk falls outside one’s risk appetite, and to the extent that it
may be possible, the mitigating measures applied have to be revisited to further
strengthen their efficacy in preventing the materialisation of risk and reduce the
residual risk to within acoeptable parameters. Alternatively, the subject person would
only be able to control risk through desisting from pursuing that particular activity.

W hile risk appetite will be reflected in one’s risk tolerance, it is important to
remember that this leaves unaffected one’s obligations at law. Thus, a subject
person’srisk appetite should never be more than what can be effectively mitigated
through the measures, controls, policies and procedures adopted to address the
risks it is exposed to. Being willing to accept levels of risk, without being able to
adopt equally effective mitigating measures, would expose the subject person to
supervisory and/or law enforcement action.
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The risk- based approach hinges on two aspects: an understanding of the risks one
is facing and, based on this understanding, the variation of one’s controls, policies,
measures and procedures to achieve the strongest mitigating effect possible. This
calls not only for an understanding and assessment of risk that one’s businessisin
general exposed to, ie., business risk assessments (BRAs), but also for a more
specific assessment of the risk to which a subject person will be exposing
themselves to when establishing individual business relationships or carrying out
a given occasional transaction, ie., customer risk assessments (CRAS).

In both instances, the assessment of the inherent risks will depend on identifying
the threats and vulnerabilities that one is exposed to. This can be done by
considering those areas from which risk may manifest itself, i.e., the risk factors.In
determining what these risk factors are, subject persons are to refer to Regulation
5(1) of the PMLFTR, which makes reference to “risk factors including those
relating to customers, countries or geographical areas products services
transactions and delivery channels.

W hat follows is intended to provide subject persons with guidance on some of
the main risk factors falling within each of these categories and deemed to be
common to both the BRA and the CRA. However, this list should in no way be
considered as being exhaustive. The risk factors a subject person may be exposed
to will vary depending on the nature and size of the business, understood as being
both its structures and systems, as well as its actual activities.

3.2.1 Customer Risk

Customer risk is the risk of ML/FT that arises from entertaining relations with a
given person or entity. This may be due to the business or professional activity
carried out by the customer or the beneficial owner.

Some business or professional activities from which the customer or the
beneficial owner, if applicable, are deriving their wealth or the fundsto be usedin
the course of a business relationship or an occasional transaction are to be
considered as presenting a high risk of ML/FT.

These include cases when:
(a) the activity pursued is cash (or cash equivalent) intensive;

(b) the activity is commonly associated with a higher risk of corruption (eg. the
arms trade and defence industry, and the mining industry),
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(c) the activity is associated with a higher risk of ML/FT (eg., virtual currencies
and money remittance);

(d) the activity is conducted through opaque and complex structures for which
there does not seem to be a legitimate justification;

(e) the customer is a personal asset- holding vehicle; or

(f) the customer is a voluntary organisation that primarily engages in raising or
disbursing funds for charitable, religious, cultural, educational or social
purposes (especially when they remit funds to third countries), and hence its
activities are particularly susceptible to be misused for the funding of terrorism.

On the other hand, there are activities that can be considered as presenting a
lower than usual risk of ML/FT.

These include cases when:

(a) entities are listed on a regulated market and are subject to enforceable
disclosure requirements, which ensure adequate transparency of beneficial
ownership;

(b) entities carry out relevant financial business or equivalent activities subject to
equivalent AML/CFT obligations as those applicable in Malta and which are
subject to effective supervision; and

(c) entities form part of the public administration or public enterprises.

Apart from the customer’s business or activities, there are other factorsthat can
lead to the customer being considered as presenting a higher risk of ML/ TF. These
include situations where:

(a) the customer has applied for, or is benefitting from, residence rights or
citizenship in exchange for capital transfers, purchase of property or
government bonds, or investment in corporate entities; or

(b) the individuals involved in the activity pursued include PEPs or individuals
having otherwise prominent public positions that may equally be exploited for
their personal advantage

3.2.2 Geographical Risk

Geographical risk arises from links with one or more geographical areas, usually
related to those jurisdictions (a) where the customer or its beneficial owner are
based, have their main place of business or where the activity generating the
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customer’s or beneficial owner’s wealth is carried out, and the jurisdictions with
which the customer has especially strong trading or financial connections;and/or
(b) with which the customer or its beneficial owner have relevant personal links
(for example the individual’s residence in a given jurisdiction).

The factors that a subject person has to consider when determining whether a
geographical area poses a higher risk of ML/FT include:

(a) countries on the European Commission’s list of third countries having strategic
deficiencies in their AML/CFT regime;

(b) countries identified by other credible sources as having serious deficiencies
within their AML/CFT framework (eg., FATF, FSRBs like MONEYVAL, IMF,
etc.);

(c) countries subject to sanctions, embargoes or similar measures issued by
international organisations, such as the United Nations Security Council or
the European Union. In addition, in some circumstances, countries subject to
sanctions or measures that may not be universally recognised (eg., OFAC
sanctions) should be given credence by the subject person because of the
standing of the issuer and the nature of the measures,

(d) countries identified by credible sources as providing funding or support for
terrorist activities or that have terrorist organisations operating within them;

(e) countriesidentified as having significant levels of corruption or other criminal
activity through credible sources, like the Corruption Perception Index
compiled by Transparency International®?

(F) countriesthat have shown a lack of willingness to comply with international
tax transparency and information sharing standards (e g, failure to adhere to
or apply the Common Reporting Standard); and

(9) countries that fail to implement effective beneficial ownership transparency
and availability measures and hence allow the legal entities or arrangements
set up in that jurisdiction to be used as secretive vehicles and misused for
ML/FT purposes.

Membership of regional or international bodies, such as the FATF and
MONEYVAL,on itsown is not to be taken to mean that the country necessarily
presents alow risk of ML/FT. The same applies to countries that are not listed in
any international black or grey lists, since it may well mean that a country has still

33. The Corruption Perception Index is available through the website of Transparency
International — https//www transparencyorg/
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to be evaluated by an international organisation or that the failures identified,
which may be in key areas and of relevance to the subject person, were not
sufficient to result in its listing.

Chapter 8 provides further guidance in relation to how to assess the geographical
risk and identify which jurisdictions present a higher level of ML/FT risk.

3.2.3 Product, Service and Transaction Risk

The product, service or transaction risk is the risk one is exposed to as aresult of
providing a given product or service, or carrying out a particular transaction. Much
will depend on (a) the level of transparency or opaqueness that the product,
service or transaction affords; (b) the complexity of the product, service or
transaction; and (c) the value or size of the product, service or transaction.

(a) Transparency

Productsor servicesthat inherently provide or facilitate anonymity, thus allowing
the customer or the beneficial owner to remain anonymous or facilitate hiding
their identity, are to be considered as presenting a higher risk of ML/FT than other
products or services. These include products like nominee or omnibus accounts,
and fiduciary and trustee services. The ability of a third party to give instructions,
even though not a party to the business relationship, should also be factored in.

(b) Complexity

The risk of a product or service is conditioned by the complexity of the
transactions that can be carried out by making use of the same. A product or
service allowing international transactions involving multiple parties and multiple
jurisdictions to be carried out, as can be with trade finance, is to be considered as
presenting a higher risk than a product or service used to carry out regular
transactions involving amounts that are constant and the source of which is
known, such as an account to receive social security benefits or salaries only.

(c) Value and Size

A product or service that is cash intensive is to be considered as presenting a
higher risk than other productsthat cannot be so funded. Regard should also be
had to whether the product or service allows high- value transactions to take
place. A payment instrument or an account without any limits or capping presents
a higher risk than a similar instrument or account that applies the same, though
regard has to be had to how high any such limits or capping are.
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Subject persons should here also consider how they are going to make funding
available since some payment methods allow a higher degree of anonymity than
others (eg. cash, pre- paid cards and virtual currencies).

3.2.4 Delivery Channels Risk

The delivery channel, or interface risk, is the risk arising from how the subject
person interacts with the customer and the channels it uses to provide a given
product or service. Interacting with customers on a non- face- to- face basis need
not be considered as automatically presenting a high risk of ML/FT. The
implementation by a subject person of technological means within its systemsto
address the risk of impersonation or identity fraud would significantly reduce the
inherent risk arising from this form of interaction with customers. However absent
these systems, the risk should still be considered as high.

The same applieswhere these relationswith the customer are entertained through
multiple layers of intermediaries. Subject perso