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Impact Assessments 
Article 29 W.P. : high risk is likely to include :

i. Evaluation or Scoring (e.g. using credit agencies,
offering genetic tests to predict health risks, building
marketing profiles based on usage or website
navigation);

ii. Data concerning vulnerable data subjects (e.g.
children, employees, elderly)

iii. Matching or combining datasets in a way that
exceeds the reasonable expectations of data subjects;

iv. Where processing prevents data subjects from
exercising a contract or using a service; (e.g. a bank
requiring to screen a credit reference to give a loan)



Impact Assessments 

To include:

i. Description of processing / purposes
ii. Assessment of necessity + proportionality
iii. Assessment of risks
iv. Measures envisaged to address risks
v. References to Codes of Conduct
vi. Seek views of DPO
vii. (where appropriate) seek views of data

subjects (or their reps / unions ?)



Impact Assessments 

1. Must be prior to processing;

2. Must be continual (not a one time
process);

3. Processors should assist controllers;

4. Recommended to seek independent
expert advice.

ISO/IEC 29134:2017: Information technology --
Security techniques -- Guidelines for privacy impact 
assessment



Dealing with IT & Security



GDPR 
Legal & IT/Security 

Audits



WHY?



WHY?

HOW?



WHY? WHO?

HOW?



WHY? WHO?

HOW?

WHEN?



WHEN?



IF YOU 
HAVENT 
STARTED

START

NOW
WHEN?



WHY?



WHY?

1. WORK TOWARDS GDPR 
COMPLIANCE



WHY?

1. WORK TOWARDS GDPR 
COMPLIANCE

2. UNDERSTAND WHAT PD IS 
PROCESSED



WHY?

1. WORK TOWARDS GDPR 
COMPLIANCE

2. UNDERSTAND WHAT PD IS 
PROCESSED

3. IMPROVE EFFICIENCIES + 
SMARTER USE OF YOUR 
DATA



WHY?

1. WORK TOWARDS GDPR 
COMPLIANCE

2. UNDERSTAND WHAT PD IS 
PROCESSED 

3. IMPROVE EFFICIENCIES + 
SMARTER USE OF YOUR 
DATA

4. FACILITATE DATA 
MANAGEMENT (E.G. 
RESPONSE TIME)



WHY?

1. WORK TOWARDS GDPR 
COMPLIANCE

2. UNDERSTAND WHAT PD IS 
PROCESSED

3. IMPROVE EFFICIENCIES + 
SMARTER USE OF YOUR 
DATA

4. FACILITATE DATA 
MANAGEMENT (E.G. 
RESPONSE TIME)

5. MITIGATE RISKS



WHY?

GDPR COMPLIANCE



WHY?

GDPR COMPLIANCE

Principle of accountability

Controller = responsible for, and 
be able to demonstrate 

compliancewith, the data 
protection principles;



WHY?

GDPR COMPLIANCE

Principle of accountability

Controller = responsible for, and 
be able to demonstrate 

compliancewith, the data 
protection principles;

Record keeping obligation;



WHY?

GDPR COMPLIANCE

Principle of accountability

Controller = responsible for, and 
be able to demonstrate 

compliancewith, the data 
protection principles;

Record keeping obligation;

Provide records to 
supervisory authority on 
request



WHY?

GDPR COMPLIANCE

Principle of accountability

Controller = responsible for, and 
be able to demonstrate 

compliancewith, the data 
protection principles;

Record keeping obligation;

Provide records to 
supervisory authority on 
request

Facilitates DPO



WHY?

GDPR COMPLIANCE

Principle of accountability

Controller = responsible for, and 
be able to demonstrate 

compliancewith, the data 
protection principles;

Record keeping obligation

Facilitates DPO

Facilitates 
Responses to 
objection/access/
rectification/ 
portability/breaches Provide records to 

supervisory authority on 
request



WHY?

GDPR COMPLIANCE

Principle of accountability

Controller = responsible for, and 
be able to demonstrate 

compliancewith, the data 
protection principles;

Record keeping obligation

Facilitates DPO

Facilitates 
Responses to 
objection/access/
rectification/ 
portability/breaches

Facilitates 
Compliance with 
organisation & 
security measures

Provide records to 
supervisory authority on 
request



Facilitates 
Compliance with 
organisation & 
security measures

Facilitates 
Compliance with 
organisation & 
security measures

RECITAL 83 : 

In order to maintain security and to prevent processing in 
infringement of this Regulation, the controller or processor 
should evaluate the risks inherent in the processing and 
implement measures to mitigate those risks, such as 
encryption. 



Facilitates 
Compliance with 
organisation & 
security measures

Facilitates 
Compliance with 
organisation & 
security measures

RECITAL 83 : 

In order to maintain security and to prevent processing in 
infringement of this Regulation, the controller or processor 
should evaluate the risks inherent in the processing and 
implement measures to mitigate those risks, such as 
encryption. 

RECITAL 83 : 

In order to maintain security and to prevent processing in 
infringement of this Regulation, the controller or processor 
should evaluate the risks inherent in the processing and 
implement measures to mitigate those risks, such as 
encryption. 

Those measures should ensure an appropriate level of 
security, including confidentiality,taking into account the 
state of the art and the costs of implementation in relation 
to the risks and the nature of the personal data to be 
protected. 



Facilitates 
Compliance with 
organisation & 
security measures

Facilitates 
Compliance with 
organisation & 
security measures

RECITAL 83 : 

In order to maintain security and to prevent processing in 
infringement of this Regulation, the controller or processor 
should evaluate the risks inherent in the processing and 
implement measures to mitigate those risks, such as 
encryption. 

RECITAL 83 : 

In order to maintain security and to prevent processing in 
infringement of this Regulation, the controller or processor 
should evaluate the risks inherent in the processing and 
implement measures to mitigate those risks, such as 
encryption. 

Those measures should ensure an appropriate level of 
security, including confidentiality,taking into account the 
state of the art and the costs of implementation in relation 
to the risks and the nature of the personal data to be 
protected. 

RECITAL 83 : 

In order to maintain security and to prevent processing in 
infringement of this Regulation, the controller or processor 
should evaluate the risks inherent in the processing and 
implement measures to mitigate those risks, such as 
encryption. 

Those measures should ensure an appropriate level of 
security, including confidentiality,taking into account the 
state of the art and the costs of implementation in relation 
to the risks and the nature of the personal data to be 
protected. 

In assessing data security risk, consideration should be given 
to the risks that are presented by personal data processing, 
such as: 
- accidental or unlawful destruction, 
- loss, 
- alteration, 
- unauthorised disclosure of, or accessto, personal data 
transmitted, stored or otherwise processed which may in 
particular lead to physical, material or non-material damage.



Facilitates 
Compliance with 
organisation & 
security measures

Facilitates 
Compliance with 
organisation & 
security measures

RECITAL 83 : 

In order to maintain security and to prevent processing in 
infringement of this Regulation, the controller or processor 
should evaluate the risks inherent in the processing and 
implement measures to mitigate those risks, such as 
encryption. 

RECITAL 83 : 

In order to maintain security and to prevent processing in 
infringement of this Regulation, the controller or processor 
should evaluate the risks inherent in the processing and 
implement measures to mitigate those risks, such as 
encryption. 

Those measures should ensure an appropriate level of 
security, including confidentiality,taking into account the 
state of the art and the costs of implementation in relation 
to the risks and the nature of the personal data to be 
protected. 

RECITAL 83 : 

In order to maintain security and to prevent processing in 
infringement of this Regulation, the controller or processor 
should evaluate the risks inherent in the processing and 
implement measures to mitigate those risks, such as 
encryption. 

Those measures should ensure an appropriate level of 
security, including confidentiality,taking into account the 
state of the art and the costs of implementation in relation 
to the risks and the nature of the personal data to be 
protected. 

In assessing data security risk, consideration should be given 
to the risks that are presented by personal data processing, 
such as: 
- accidental or unlawful destruction, 
- loss, 
- alteration, 
- unauthorised disclosure of, or accessto, personal data 
transmitted, stored or otherwise processed which may in 
particular lead to physical, material or non-material damage.

Article 5(f)
6th Principle of 

Integrity & 
Confidentiality





Article 32(4) 

Controller and processor shall take steps to ensure that any 
natural person acting under the authority of the controller 
or the processor who has access to personal data does not 
process them except on instructions from the controller,

Instructions 

Employer 

Employee/s



NO-ONE-SIZE-FITS-ALL
adopt a risk-based approach





security measures should seek to ensure that:

i. only authorised people can access, alter, disclose or destroy 
personal data;

ii. those people only act within the scope of their authority; and

iii. if personal data is accidentally lost, altered or destroyed, it can 
be recoveredto prevent any damage or distress to the 
individuals concerned
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YOUR TEAM MEMBERS / STAFF 
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HOW? requires a 
structured & 
planned approach

1. Appoint a team + Leader
2. Rope in IT
3. Define a Project Plan

GDPR













DATA INVENTORY FORM
25 Sections per process







HOW? Data Mapping

1. DATA ITEMS
(e.g. names, email addresses, records)

2.   FORMATS 
(e.g. hard copy forms, online data entry, database)

3.   TRANSFER METHODS
(e.g. post, telephone, internal/external)

4.  LOCATIONS 
(e.g. offices, Cloud, third parties)















































maintenance, 
Support, updates, 
patches

clear protocols, 
& permissions

Anti-virus 
& spyware  

audit trails and logs

encrypted files

secure passwords
[hashed + salted]

secure storage
Encrypted 

communications

access cards

CCTV

Locked doors, 
cabinets etc

security
Back-ups

Including off-site

redundancy

case management

training periodic audits & 
penetration tests

real time
breach detection

archive management

key person 
responsible 
for security

business continuity

clean desks

shredding

contracts

equipment rules

asset disposal 
& decommission of software

firewalls

data sandbags

segregated networks/VPN/
Wi-Fi

identify trusted 
devices

Remote disable 
or wipe facilities

2-factor authentication
for remote access to 
your data on the cloud
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Action Points







Role of the DPO

The DPO shall have the following qualities :

1. A necessary level of expert knowledge, which level of 
knowledge shall be proportionate to the sensitivity, 
complexity and amount of data processed. 

2. Expertise in national and European data protection lawsand 
practices and in-depth understanding of the General Data 
Protection Regulation. 

3. Sufficient understanding of the processing 
operationscarried out, as well as the 
information systems, and data protection and  
securityneeds. 

4. Sufficient knowledge of the rules and procedures



Role of the DPO

The DPO shall :

1. inform and advise on data protection and compliance with 
applicable law and approved practice, as well as monitor 
compliancewith the same;

2. the DPO must collect information to identify processing 
activities, analyse and check the complianceof such activities 
and issue recommendations. 

3. advise, inform and issue recommendations on any Data 
Protection Impact Assessments (DPIA)



Role of the DPO

Official guidance recommends that advice of the DPO should be sought, on the 
following issues, amongst others:

1. whether or not to carry out a DPIA;
2. what methodology to follow when carrying out a DPIA;
3. whether to carry out the DPIA in-house or whether to outsource it;
4. what safeguards (including technical and organisational measures) 

to apply to mitigate any risks to the rights and interests of the data 
subjects 

5. whether or not the DPIA has been correctly carried out and 
whether its conclusions (whether or not to go ahead with the 
processing and what safeguards to apply) are in compliance with 
the GDPR

The DPO shall give particular importance in the monitoring of compliance 
in data processing operations in high risk scenarios. 



Role of the DPO

The DPO shall contribute to the development and maintenance of 
all data protection policies, procedures andprocessesin relation 
to the protection of personal data, in particular via 

- the implementation of the principles of data processing, 
- data subject rights, 
- data protection by design and by default, 
- records or processing activities, 
- security of processing and 
- notification of data breaches. 



Role of the DPO

The DPO shall allocate responsibilitiesinternally to ensure 
continuous compliance with applicable law across all 
departments/sectors



Role of the DPO

The DPO shall ensure that training and awarenesssessions are 
available and delivered to all Employees, in particular to those 
Employees directly/closely involved in processing operations 
relating to personal data.



Role of the DPO

The DPO shall develop and provide advice on procedures for 
effective securityas well as on the allocation of information 
security responsibilities. 





Handling Data Breaches



Security 
and Data 
Breaches





Loss of Confidentiality
unauthorised or accidental disclosureof, or access, to personal data 

Loss of Integrity 
unauthorised or accidental alteration of personal data 

Loss of Availability
accidental or unauthorised loss of accessto, or destructionof personal data











EXCEPTIONS TO 
NOTIFYING THE D.S.

1. If appropriate technical and organisational protection 
measures were implemented, and those measures 
were applied to the personal data affected by the 
Personal Data breach (e.g. encryption)

2. If subsequent measures were taken to ensure that the 
high risk to the rights and freedoms of the impacted 
data subjects is no longer likely to materialise;

3. The notification to the impacted Data Subjects would 
involve disproportionate effort.





You need to 
develop, 

implement and 
maintain a 

DATA BREACH 
PROTOCOL



1. Who is responsible?

2. What if that person is unavailable?

3. Who will inform the DPO?

4. How fast will you react?

5. How is the level of risk assessed?

6. What remedial action will be taken?

7. What logs will be maintained?



Risk Assessment Criteria

1. Type of breach

2. The nature and sensitivity of the Personal Data Breach

3. The volume of personal data in the Personal Data Breach  

4. The ease of identification of individuals through the 
Personal Data Breach

5. Severity of consequences for impacted individuals

6. Whether the Personal Data Breach can be easily contained

7. Special Characteristics of the Data Subjects

8. The nature of the Data Controller

9. The number of affected Data Subjects



Risk Assessment Criteria

ENISA
European Union Agency for Network and Information Security

4 Levels


































































